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Cloud computing as a concept is having a huge impact on business and [T strategy. Gartner
identifies cloud computing as the #1 strategic technology that organizations need to plan for
in 2010, up from #3 in 2009! The appeal, of course, is expected cost savings; increased
speed to market; and massive elasticity, scalability, and flexibility. Cloud computing,
nevertheless, has many challenges ... beginning with finding an agreement on what defines
cloud computing and how we talk about cloud services, the architecture, and delivery of

cloud offerings. One point on which there is agreement, however, is that the top concern
about cloud within enterprises is security, according to a recent survey by IDC.2 This paper
offers a point of view on cloud services, its definition, and an outline of the opportunities
cloud services bring to the enterprise, while clearly detailing how to best manage the related
technical and business security risks.

This new model for delivering solutions has many

ClOUd services. positive aspects, but it may not be suitable for many
scenarios, especially as they relate to large enterprises

seCu I’i ng a bUSi Ness and public service organizations. There are inherent

issues of data integrity, compliance, service levels,

a dVO N ‘I'O g e fo r yo ur architecture, and—most significantly—security.

However, the blanket term “security,” like cloud

1 computing itself, in many respects, is too broad. The
enterp rse requirement then is to clearly identify the specific
The usage of cloud services is seeing explosive components of an organization’s security posture,
growth, offering compelling, scalable, and elastic using an agreed-upon taxonomy. There are industry
solutions in addition to benefits such as on demand, efforts under way, with key groups strongly supported
pay-per-use, and even resilience over existing Internet by HP: The Cloud Security Alliance (CSA) published a
protocols. Because of this, vendors of all types set of guidelines for cloud security and created a set
are marketing a broad spectrum of products and of use cases to help refine an understanding of the
solutions as “cloud services,” even relabeling their requirements; and The Jericho Group, part of the

existing products with cloud terms. As a result, many ~ Open Group, offered a model for secure cloud
organizations, and often individual business units, are  collaboration before joining forces with the CSA to

iumping heqdlong into cloud compuﬂngl or—at the advance the effort. Using standards and industry
other extreme—trying to avoid it however possible. approaches is a good baseline but requires a level of
Because there is so much hype and confusion around ~ mapping to and from specific enterprises’ taxonomies
the word and the concept, HP approaches cloud and business requirements.

services as an opportunity to re-examine both business
and [T strategies, with a focus more on desired
outcomes and specific deliverables—for example, new
compute capacities that adjust with business needs
and offer countless ways to deliver.

To secure the most benefit, HP recommends a classic
risk management strategy alongside the integration
of an evolved distributed computing and service
oriented approach to enterprise architecture. It is
not always wise, or possible, to utilize current cloud

"http://www.gariner.com/it/ page.jsp?id=1210613

2IDC, Cloud Computing 2010, An IDC Update, #TB20090929,
September 2009.




Figure 1: Cloud—Everything
as a Service
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computing models for critical enterprise applications
or anything that incorporates critical business data.
HP offers a comprehensive portfolio of products,
services, and partners, along with 30-plus years in
distributed systems security, to help clients defend,
protect, and validate their longterm IT strategies

for cloud computing. HP has defined a taxonomy
that incorporates focus areas of: Data Privacy and
Protection; Identity Management; Governance, Risk
and Compliance; and Infrastructure Security and
Readiness to collaborate with clients and identify
their critical concerns and responses, and secure their
business processes and IT.

This viewpoint paper details the above approach
and discusses key examples of how to employ
best practices and tools to gain critical business
advantages and outcomes from cloud services.

Introduction

The cloud offers a vast selection of services that yield
new kinds of business value for any organization
wishing to take advantage of Internet technologies.
HP sees cloud computing as a logical evolution of

IT strategies including grid, utility, on-demand, and
distributed computing.

Cloud services aligns closely with the HP strategy and
vision for our partners and clients of “Everything as a
Service” (EaaS). Many definitions exist for cloud, and
most align with HP’s and extend the previous memes
of Web 2.0 and distributed computing. In a nutshell,
it is a means by which highly scalable, technology-
enabled services can be easily consumed over the
Internet on an as-needed basis. This definition, like
most others, doesn’t accommodate any requirement
for proper or even minimal security, assuming perhaps
that security is inherent. This is far from the reality.
Although many cloud service providers incorporate



Figure 2. Commonly cited
benefits of cloud services

Figure 3: Commonly cited
concerns of cloud services
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security info their approaches, they rarely align their
security solutions with traditional enterprise client
security approaches for reasons of scale, flexibility,
and cost. Fundamentally, many clients and providers
of cloud services achieve these obvious benefits

at the expense of security. HP believes that secure
cloud computing will allow you to more rapidly
evolve business strategy. By refining your security
requirements, there is the opportunity to identify
cloud services to enable business outcomes while
maintaining your security posture.

Regardless of the ultimate definition or terms used
to describe this extended approach to business, it
is more important to focus on your organizational
needs in relation to the potential benefits, weighed
against potential risks, in a classic approach to
business risk management.

Figure 2 shows the commonly cited benefits of cloud
services. The real business opportunity, as a result of
such flexibility, is allowing organizations to rapidly
adopt technology choices through an optimal method
to mix-and-match cost structures for minimizing capital
expenditure (CapEx) and funding new projects
through operational expenditure (OpEx).

As a result, many are approaching cloud computing
solutions with board or executive support and a resultant
nonchalance, intentional or not. Business units and
end users are buying IT services without understanding
the fundamentals of maintaining enterprise functions.
The most common cited concerns to HP around cloud
computing are described in Figure 3.



Figure 4: IDC 2009 Enterprise
Panel Survey—Rate the
challenges/issues of the
‘cloud’/on-demand model
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Source: IDC, Cloud Computing 2010, An IDC Update, #TB20090929, September 2009.

Security is high on the list. This aligns closely with
multiple analyst reports, including IDC's 2009 survey
of 263 respondents to their IDC 2009 Enterprise Panel
shown in Figure 4.

Assuming that cloud solutions are less secure than
those housed in large IT data centers is a common
reaction. While sometimes true, it is certainly not
always so. By preparing to use cloud services with
a risk-based approach in mind, concerns can be
addressed through process, planning, risk analysis,
and governance. Cloud solutions increase
requirements associated with policy enforcement,
while at the same time offering opportunities to
decrease requirements around managing physical
infrastructure. Considering that many especially
smaller enterprises cannot staff a full4ime security
team, cloud or outsourced solutions provide
compelling options in terms of cost and capability.

Understanding the risk-based requirements will position
enterprises for business enablement with the appropriate
level of security. IT departments have a critical role to
play in this by advocating a measured approach, as
well as offering an expedient framework for the
business to securely use cloud computing solutions.

To succeed, however, requires a much better
understanding of what the market means when it talks
about cloud services. The amorphous properties that
are used to describe cloud computing do not include
security, or truly break cloud down into something that
is manageable.



Figure 5: Cloud services and
industry examples
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The cloud ecosystem

Most industry experts tend to consider cloud computing
as a set of layered service-based solutions. The most
common approach to defining cloud computing is a

three layer model of services—Infrastructure, Platform,
and Software, each riding atop the lower layer. The
cloud-driven processes connect business process
workflow across enterprise processes and information.
Figure 5 presents examples of each of these layers.



Figure 6: Cloud Services
Mapped to Enterprise
Architecture
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One concern is that many go well beyond the three off-premises options where third-party service
categories. Do not get caught up in cloud descriptor  providers exploit the ability to optimize the delivery
for a product or service; just consider how the in a dedicated environment. This can be delivered
common cloud services stack relates to a common in a range of models, from simple co-location to a

enterprise architecture stack as highlighted in Figure 6. complete managed service.

Most of workloads that run in a typical IT environment

ClOUd del ive ry mOdels are not mission-critical and can be delivered in a form

that balances sufficient level of services with business
There is a logical evolution from traditional data center criticality. A majority of workloads aren't that critical,

type solutions up from dedicated to shared services, and therefore are good candidates to be placed in

as well as out from on-premises and across to off- one of the shared delivery models.

premises options. Let’s consider these before diving

into the cloud approach. The “Shared/On-Premises” model is that of newer data
center approaches that use automation virtualization

The dominant delivery model of dedicated/ technologies to pull together required more than

on-premises involves generally large and often compute ... also storage, network capacity. In this

complex systems dedicated to specific workloads model, you can dynamically bind workloads to a

running in an organization’s own data center. It works ool of infrastructure resources, but only if you first
well when organizations are operating mission-critical 1) consolidate 2) standardize 3) virtualize, then

workloads, and where the ability fo serve clients is 4) automate. HP talks about this in part as “converged
interrupted if the workload is unavailable or performs infrastructure” or “next-generation data center.” This
inadequately. This model gives an enterprise the supports a model wherein most of the workloads
most control—to tune and optimize that workload to aren’t mission-critical, so a delivery model that meets
whatever degree necessary. business requirements at the lowest cost is attractive.

Moving these workloads into an internal infrastructure

Where an organization doesn’t have the internal -
utility can help lower costs.

competencies, but does have the need for control, it
might source those capabilities through dedicated/



Figure 7: Cloud delivery models

Native

Cloud

Private business services

Public business services

Software and system design

Shared

workloads

Resources dedicated to
each workload

Dedicated

On premises

Customer-owned data center

Resources shared across

Service provider shares
resources across
workloads of multiple
customers

Resources dedicated to
each workload; Co-lo,
managed, hosted,
multi-customer data center

Off premises

Service provider’s data center

For most customers, the big value of shared/on-premises
is less about cost and more about agility: the ability
to put new workloads into production more quickly,
and so improving [T’s ability to respond to changing
business needs. This agility can pay huge dividends
in terms of business outcomes and in the business’s
satisfaction with the IT function.

The middle-right quadrant of “Shared/Off-Premises”
provides a new alternative to sourcing infrastructure. In
this model, a third-party service provider uses automation
and virtualization technologies to pool computing
capacity and to leverage it over multiple customers.
This allows providers to balance demand across a

number of customers, which can allow them to operate at
a higher level of utilization. It also moves the enterprise
closer to the future state (top row) of a fully cloud-based
environment. However, it's important to dig info the
details a bit to understand the complete economic
implications. It's that economic lever around irregular
requirements for the capacity that makes the off-premise
shared virtualized automated environments attractive.

These alternatives vary in more than just cost and
agility. Security, performance, availability, ability to
integrate, and other functional and nonfunctional
considerations can influence which delivery model is
right for a given workload.



Figure 8. Hybrid cloud for
optimal business outcomes
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Cloud services are the evolution of these approaches
as shown atop the IT sourcing options. Bottom line,
there are three logical approaches to cloud computing
architectures: public, private, and a hybrid of the two.

Our view is that most enterprises will operate in a
hybrid sourcing model for the long term—that the
tradeoffs between these models result in a mixed
solution being optimal. This IT environment—a mixture
of in-house, shared, outsourced, and cloud services,
each with different economics—is a more strategic
and targeted way fo invest IT dollars. Further, the
fresh combination of bricks and mortar, web-based,
mobile, and outside sourcing helps enterprises reach
customers in new ways and explore new business
models that were previously cost prohibitive. But this
also means that every IT organization must excel at
making the appropriate sourcing choices, and assure
that the resulting services are delivered in a way that
satisfies the business’s needs.

Because many CIOs and other IT decision-makers are
not confident of the security levels of cloud computing,
they plan to achieve the same capabilities within their
own environments using private cloud as a model.
Private clouds may not have the same scale-out
capabilities as public clouds, but could achieve many
of the benefits, at a potential fraction of the price

of traditional IT data center approaches. Purists say
this is nothing more than data center virtualization,
utility computing, flexible computing, or any other
buzzwords that have appeared and disappeared over
the years. It is true that the guiding principles of cloud
computing—“as-needed” rapid provisioning, low-cost
implementation, and easily consumed services—are
not part of traditional data center architecture, but
they can be. So, what is the best way to optimally
employ these options?

The ultimate objective is for IT to provide the required
services allowing the business people to achieve

their business outcomes at the lowest possible cost by
sourcing from the most appropriate provider. As the
public cloud may not be suited to run all functionalities
required by the business, it fits in a larger environment
that integrates the best of multiple worlds and IT can
spill out into the public cloud when needed for the
appropriate data types.



Figure 9: HP Security and
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With respect to cloud security, HP offers two To assess the best approach, a business of any size
perspectives to consider, and they are far from must first understand what it wishes to gain from using
mutually exclusive: cloud computing and then consider the risk model

to determine if security concerns are a major issue

in planning. An approach that simply bars use of

cloud computing may cause an organization to miss

* Can we use cloud services to increase our security  out on significant gains. Consider this step to be yet
and compliance posture? another new cycle, similar to the infiliration of solutions

ranging from personal computers, word processing

Cloud secu ri.l.y concerns software, database systems, wireless access points,

and social media. Business units have often embraced

* How can we ensure that any cloud solutions we
choose are secure?

Large enterprises are often the target of cybercrime these solutions ahead of IT support or sanctions, and
(deliberate attacks) and also afford many opportunities it is always IT that is left to clean up any mess. This is
for infernal fraud, making IT security a priority. Small ~ frue for business continuity issues, but especially for
and medium-sized enterprises tend to be rather security issues. This is why the first step fo properly

different, however. Here the focus is to avoid any form managing cloud security concerns is to have a plan,
of capital expenditure and relate the cost of IT directly ~ not a response after the fact. Quite simply, don't be
to the growth of the company, often skimping on afraid of cloud computing; be prepared.

security precautions as a result. Since small enterprises

typlc.olly. have few requirements for s'pecmllze.d SeCU I -I-y an d

applications and tend to de-emphasize security and

privacy, this is the sector that is most likely to adopt | . f k
commodity cloud service provision in a significant com p Iance rramewor
way. An enterprise may freely choose to outsource,
off-shore, or otherwise provision IT requirements, so
long as it adheres to the regulatory environment of the
countries within which it does business.

To clearly address the critical security concerns that
relate to an individual organization requires a common
approach to understanding the security, governance,
risk, and compliance pressures alongside a clear set



of focus areas relevant to each situation. HP takes a
holistic view of security with respect to the cloud that
parallels its overall view of security, which incorporates:

* Governance, Risk, and Compliance: Support
geographic and industry-specific policy and
regulations, enabling clients to get the most value
from business information, while keeping it secure.
Monitor and manage risks.

* Data Protection and Privacy Management: Maintain
the availability, integrity, and privacy of data and
information at rest or during use.

* Identity and Access Management: Provide identity
assurance by establishing trust between individuals,
systems, services, and partners while securing access.

* Infrastructure Security: Identify threats and points
of vulnerability, deploy countermeasures to mitigate
risk, and respond to incidents.

Furthermore, there is the supporting requirement of
business readiness. s the organization ready not
only for cloud, but to deal with the reality of the risk
management required by cloud computing?

Basically, to determine appropriate levels of
requirement and risk acceptance to define security
response—the equation remains the same, but the
parameters change based on each organization’s
unique circumstances.

Cloud security strategy

To implement a cloud services approach, HP
recommends framing the overall cloud service
strategy: implementing the components of a converged
infrastructure; then securing, sourcing, and governing
the solution. To secure and govern the solution, first
plan how to ensure the security and performance of
the services with a risk-based approach. HP suggests
establishing a governance model, understanding the
classification of data, ensuring policy alignment across
the providers and buyers, defining an integration
strategy, and ensuring business continuity plans are
assured and tested. Organizations also need to assess
the viability of providers across the whole ecosystem,
including the division of responsibility between the
provider and buyer and the related legal obligations.
Lastly, monitor and validate appropriate contract terms
or service level agreements.

Enterprises should also recognize that, by utilizing
third-party services, they give up a level of control,
and that, in turn, requires effort to manage the gap
in a different way. In essence, o achieve some level

of governance around the usage of cloud computing,
some of the savings achieved must be reinvested into
increasing operational awareness and monitoring of
the actual service provided.

So, the question then becomes whether an IT services
provider can be trusted and provides appropriate levels
of services. The question is actually a litle more complex
than that, as, when using web services, one may be
dependent on more than one company. Indeed, a
service provider may use another provider’s platform to
deliver its services. Fundamentally, while the customer
depends on consistent delivery chain, it may not know
all the players in that chain. So it is important fo keep
that in mind when choosing a service. Outages
happen regularly in the cloud, and some are highly
publicized; also, many cloud services are still labeled
“beta,” limiting the responsibility of the provider.

Using public cloud services creates an immediate
dependency on a service provider. This dependency is
measured in terms of trust and managed through—
and measured against—common methods and tools
such as contracts, agreements, terms of service, and
acceptable use policies. These are usually standardized
so that providers can maximize their costs at scale and
minimize the amount of customization. In other words,
there’s little or no customization to fit an enterprise’s
requirements, unless one moves to a more outsourced
approach where there is a little wiggle room for
negotiation, and where additional service and
contract options are more available ... at a cost.

Each of HP’s areas of security discipline will help
identity the critical concerns for unique organizational
needs, so that a plan can be created to manage and
mitigate the associated risks.

Data protection and
privacy management

An enterprise should assess whether its current data
classification model matches its current and future
needs. Consider how important each set of data is to
the business and to its own client. Also consider the
regional restrictions and industry obligations for specific
data like personally identifiable information (PIl) and
credit card information (PCI). In setting this strategy,
also remember that the overall risk management
strategy is defined within the governance, risk, and
compliance area; however, the execution of the controls
reside within the domains, like data protection and
privacy management.

10



Most providers of cloud services do not have a strong
position in either data protection or privacy management.
Yet data protection and privacy management are core
to most enterprises in deciding how fo use the cloud.
As the network perimeters have dissolved with the
sourcing of services across the Internet, protecting the
data and the applications also needs to evolve. Some
critical items in this domain are understanding data
classification, protecting web applications, preventing
loss of data, and ensuring appropriate backup/
recovery of data and applications.

Attacks against Internetfacing web applications
continue to be the most common cyber security threats.
Companies considering cloud need to protect against
the application vulnerabilities, as well as attacks against
availability of services. Stealing data is the end goal
of most web application attacks, so an organization
needs to protect its web-based applications as well as
its own customerside software. This protection may
run the gambit of secure applications development life
cycle, static application code testing, active application
penetration scanning, and web application firewalls.

As organizations work to decide the value and
location of the data, content filtering or data loss
prevention technologies are typically used to protect
the business-critical data. Focused on the most
valuable data, the enterprise monitors to prevent the
unauthorized use or distribution of data. This type of
technology should be deployed in multiple places,
based on where the data is stored, transmitted, or
used (ensuring data is not copied to other systems).
If this capability is not offered by the provider, the
business must determine whether to accept the risk,
choose a different sourcing option, or deploy the
filtering capability separately.

Another important aspect is the backup and recovery
options. Existing business continuity plans help
determine the appropriate solution, based on business
requirements considering both workload and data
availability. If data is lost due to a provider outage or
data needs to be retrieved at the end of a contract,
how will an enterprise get the data back? It is important
to ensure that a good copy is available, but also
consider the effort and activities needed to transfer
the data from the provider back to enterprise control.

Some organizations may use data encryption to
prevent unauthorized access to their data in the

cloud. The impact of a performance hit against cost

of ownership must be weighed appropriately. Also,
consider that the private key infrastructure design and
implementation needs to be reviewed. Is there one key
for all clients? How is it shared?

Again, cloud providers vary greatly in the options
available in protecting this domain. Make sure there
is a common framework to understand how and what
will be protected.

Governance, risk, and
compliance

The importance of IT Governance, Risk, and
Compliance (GRC) is based on the integration
point between IT and the enterprise’s overall risk
management process. Arguably, the most important
aspect is improving management insight and
demonstrating added value to the business. When
operating in a cloud model, some key areas of this
domain are mapping to enterprise requirements;
understanding litigation support and forensics;
defining data location and accessibility of data by
government subpoena; and controlling software
license costs and complexity.

As discussed before, there is usually little room for
customization of a public cloud services' terms.

That means there needs to be a mapping of the
organization’s requirements to the services and
controls of the provider. There also needs to be a
governance framework put in place to track, monitor,
measure, and audit the controls.

The business owners and the IT organization should
ensure a common understanding with the enterprise
legal team on the needs for data archiving and data
retention for litigation support (electronic discovery)
and forensics. Consider understanding and mapping
the inferfaces to internal security operations and
incident response processes. Be sure the solutions
cover all media or locations, the ability to preserve
in the native format, and to be quickly assessable
(preserving the meta-data). Procedures should also
cover proper retention and management of the data
as classified by company policy. It becomes more
complex as services may be contracted by business
users without due consideration of the impact.

Another concern by some organizations may be the
silent subpoena. This allows the government agencies
in the United States to get access to information stored
in a third-party’s environment without notification of
the data owner. Some global corporations do not
want their data to be subject to the US Patriot Act, so
they don’t want their information stored in the United
States. Some cloud providers randomize the data
location (no control by the enterprise on location),
while others allow more regional control to alleviate
these types of issues (at an additional cost).

11



Another issue to be addressed is software licensing.
Most providers of large enterprise software have not
developed their licensing schemes with the cloud in mind.
If the enterprise owns a CPU, enterprise, site or seat
licenses, how does the enterprise apply in a cloud
environment? If the minimal license timeframe is 45 days,
for example, how does that work with pay-per-use in
the cloud? Software licensing in the cloud requires a
completely different approach, so most Saa$ providers
have implemented the pay-per-use model. More
visibility is the key, because it is important fo understand
so as to control cost and reduce complexity.

Identity and access
management (IAM)

IAM supports the need to control who has access to
what, when, and how. The concept in cloud computing
of easy access creates the illusion that provisioning
cloud services is also easy and quick. However, if
internal process or controls around identity and access
for employees and clients is poor, there is greater risk
of security breach and business failure—and the cloud
will likely not mitigate the situation. In addition, the
potential for data breaches at cloud providers requires
that a consumer of a provider’s services be fully aware
of the provider's security provisions around data
access, such that providers do not expose client data
as a result of internal security breaches, poor
implementations, or even social engineering attacks.

For example, how can an organization protect data
from administrators at the cloud provider? This can be
done by adequately implementing and automating
the identity and access management processes.

Provisioning should be automated with standard
templates, and exceptions should be processed
through workflow tools to both expedite access to
services when needed and avoid mechanical failures.
The de-provisioning process should make certain that
dormant, inactive, unsecured, or inaccurate accounts
are identified and disabled or removed expediently.

Another aspect is to minimize access. There should be
mitigating process controls for privileged access users;
only those with a business need have access. Access
permissions must be certified on a continuous basis
against the organization’s and the cloud application’s
access control policies. Separation of duties must

be implemented for administration, audit, and role-
based use, which must include appropriate controls
for the cloud service provider. Strong authentication
is required, and two-factor authentication should be
used where possible (cost-effective) or required with a
physical token, which is not easily shared with others.

The access management should also be supported
with appropriate logging, reporting, and audit
workflows that track access with appropriate
granularity and supports nonrepudiation.

Federation and Single Sign On (SSO) should be
used to minimize the proliferation and optimize the
flow of identity-related data of users, clients, and
their access requirements. Review and approval of
integration can also be a point of control to existing
systems and identities.

To automate these processes requires a comprehensive
identity management solution, one which minimizes
efforts to get access to required resources, but
adequately protects the organizations against attack,
inappropriate access being gained or maintained,
and critically, one that supports the other security
requirements for GRC. This is ultimately a question of
appropriately managing policies.

Infrastructure security

Whether using mobile phones, laptops, deskiops, or
server to server, these endpoint devices represent the
beginning of the chain that must be secured. There is
limited value in having access to cloud computing or
enterprise resources if the device or communication
channel itself is insecure, and that ultimately fails to
protect the private information stored in it. Many cloud
providers require some level of security posture in

the client endpoint as part of their terms of service.
Thus, endpoint security is a critical aspect that must be
managed by the client, including what is required of
the enterprise, and what the provider offers.

Second, be aware of security issues along the
communication chain. The Internet was designed with
resilience against failure or attack as a primary design
goal. That does not mean that today’s Internet is
100% reliable in terms of performance or reliability—
just that it is resistant to those effects. Without
dedicated connectivity, traffic from one location to
another may follow complex and, more critically,
unsecured routes to its destination. So, organizations
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need fo ensure network security with appropriate
technologies such as virtual private networks or secure
sockets layer (SSL) transport.

Organizations also need to understand the data
center and virtualization security as a foundation to
ensure operational security and separation of workload
and traffic within the provider’s environment. Virtualization
presents new technologies that need different, additional
protection models and control points. The provider
needs to provide transparency to its overall architecture
including servers, networking, and storage systems.
This also includes change management and patch
management processes.

Readiness

HP proposes a fourstep approach to developing a
flexible environment, maximizing the utilization of the IT
infrastructure while taking full advantage of the cloud
where it makes sense. The four steps are as follows:

1. Develop a Service-Oriented Architecture and
implement an integrated approach to governance,
with an objective to manage the full life cycle of
the enterprise and (later) cloud services used to
address the business needs of the company. This
will also facilitate virtualization.

2. Modernize the existing applications, exposing
their functionality as services that can be called
upon by others in an agile way.

3. Virtualize the IT landscape to optimize the use
of the available capacity and as such develop
a “cloud” class infrastructure on which other
services can run.

4. Integrate this virtual environment with the cloud
to ensure excess peak demand and specific
services can be provisioned in the cloud in a
transparent manner.

Step 2 and 3 can happen in parallel or in reverse
order. The objective, however, is to drastically increase
the utilization of the owned,/hosted infrastructure,
reducing its price point, while taking full advantage

of the cloud where it makes sense. This ensures the
required service levels, security levels, and other
aspects discussed above can be addressed.

It also establishes an infrastructure that combines an
enterprise class (dedicated and shared) environment
with a global-class one, ensuring existing software
investment is not lost in the process. An integrated
service catalog ensures the applications can call
upon each other’s services to address the enterprise
business requirements.

Until an enterprise has the right processes streamlined
for its organization, cloud computing requires a
broader set of skills than a traditional IT or Enterprise
Architecture initiative. This includes legal, contracts,
human resources, and more.
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The enterprise
organization

Cloud services requires a new view on how and what
needs to be managed and secured. This has a direct
impact on the team required to set and implement
your strategy. The question is will the team be
gatekeepers to cloud services, directly or indirectly?
Do they set up agreements and simple processes

that allow the organization to utilize these services
directly, or do they manage the entire process for
each new use? Certainly there are many parallels with
outsourced services here, and utilizing both staff and
partners with such experience will help improve an
organization’s experience with cloud computing.

Cloud services
standards

Managing risk in cloud computing is complicated

by the lack of common approaches, standards, and
tools available, as vendors and clients rush to take
advantage of the benefits available. Beyond the
discussion so far, there are a few additional areas that
are evolving and require the support of all constituents
of the cloud computing community, including standards.

Cloud services standards—where
are they?

Companies developing cloud services have to realize
there is little standardization in the cloud space today,
but a huge number of organizations pushing to fill the
gap. This means, very practically, that an application

developed in one cloud environment will not operate

in another one.

When talking about future standards in relation to cloud
services, there are few new ideas in the space. Cloud
services is evolving, and in many ways, the area of
standards support that categorization, as cloud
computing rides atop most of the Internet, Web 2.0, and
related standards already in play. This includes simple
protocols such as HTTP and SSL through to more recent
efforts such as XACML, SAML, WS-Federation, and
further with virtualization standards.

The Cloud Security Alliance (CSA), “a non-profit
organization formed to promote the use of best
practices for providing security assurance within Cloud
Computing,” is another source of fledgling standards.
CSA details 15 domains to focus on with respect to
cloud security.

The first version of the CSA guidelines was released
early 2009, with an update released Q4 2009. These
guidelines are an excellent starting point to review cloud
security issues. The problem is that currently the CSA
does not offer a framework for truly base-lining the
potential metrics it defines as required elements.

HP and the CSA jointly released research into the
“Top Threats to Cloud Computing” www.hp.com/go/
cloudsecurity in March 2010 to assist in best
analyzing a secure approach to using cloud services.
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Other standards offered in the market include:

* The National Institute of Standards and Technology
(NIST)—a U.S. federal agency directed under the
Obama administration to help define and evaluate
cloud options and cloud security, in particular for the
public sector. It has published its initial review, which
provides some valuable data to consider.

* The Distributed Management Task Forum (DMTF)—
announced in 2009 the initiation of a Cloud Lab
alongside a submission by VMware of its AP
standards effort: vCloud. The intent is to enable
consistent mobility, provisioning, management,
and service assurance of applications running in
internal and external clouds through a standard
RESTful API, essentially an alternate to Amazon’s
proprietary EC2 API.

Beyond these we have a host of other organizations
including the International Organization for Standards
(ISO), the European Network and Information Security
Agency (ENISA), TM Forum, The Open Group, the
Institute of Electrical and Electronics Engineers (IEEE),
the Open Cloud Consortium, and more.

So fundamentally, as it stands today, there are multiple
standards efforts under way related to cloud services,
as well as a few that incorporate approaches to
securing them. To mitigate the business risks associated
with these many approaches, most security-conscious
clients and vendors are adopting the use of SAS 70
audits and utilizing ISO 27001 or NIST-related security
standards to help evaluate and audit their solutions.

Be aware—while SAS 70 audits show adherence to
internal controls and ISO 27001 show evidence of
information security management processes, neither
guarantees overall security.

HP Secure Advantage

In a world where “everything is a service” and every
technology-enabled service must directly impact the
business outcome, HP puts a strong focus on service
management, security, and governance. Through its
services and software offerings, HP helps clients’ right-
source their infrastructure services, application services,
cloud services, and business processes services. This
will be a tremendous advantage to our clients as they
make the transition toward more cloud-based services.

HP has the comprehensive Secure Advantage portfolio,
which protects data, resources, and validates regulatory
compliance across the entire IT infrastructure—from the
desktop, through the network, to the data center. This is
a portfolio of servers, storage, software, and services
that help clients securely share information, improve
identity management and compliance controls, ensure
business continuity, and defend against network attacks.

The HP Integrated Security Service Management
(ISSM) Framework is a comprehensive approach to
designing and deploying an enterprise information
security program. ISSM is a scalable architecture
of industry and open security standards and best
practices that promote the confidentiality, integrity,
and availability of IT assets and information.
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Figure 11. Information Security
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Conclusion

Regardless of the overall market concerns around
cloud services, it is clear that the adoption rate and
expectations are accelerating. HP recommends that
a clear risk management strategy guides enterprise
security concerns and helps define the steps to take
and the key areas that will impact an organization’s
adoption of cloud computing solutions. HP clients
expect their data to be protected, communications
to be secure, and their applications to be free of
crippling vulnerabilities introduced by software flaws
or the acts of individuals. All of HP’s businesses sell
products, services, or solutions that require varying
levels of security, both to be acceptable to clients
and to be competitive in the market. This expertise is
leveraged as HP helps clients determine how to best
take advantage of integrated solutions now that the
cloud computing approach is evolving.

HP Enterprise Services offers a set of clear deliverables
for preparation, planning, and secure delivery of
cloud computing usage. HP’s management solutions
for cloud computing focus on intelligent, policy-driven
control of computing devices and networks. Today’s
computer infrastructures and cloud architectures are
becoming increasingly difficult to manage in a secure
way simply because of the number of components, the
complexity in the way these components function and
interoperate, and the amount of data generated in
daily use. Intelligent adaptive security built into our
manageability solutions helps to ensure that the
network, computers, and applications that use these
resources remain secure and protected against
unauthorized access.
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