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Overview

This document provides prescriptive guidance for establishing a secure configuration
posture for Microsoft Internet Explorer 11. This guide was tested against Microsoft
Internet Explorer 11 running on Microsoft Windows 8. To obtain the latest version of this
guide, please visit http://benchmarks.cisecurity.org. If you have questions, comments, or
have identified ways to improve this guide, please write us at feedback@cisecurity.org.

Intended Audience

This document is intended for system and application administrators, security specialists,
auditors, help desk, and platform deployment personnel who plan to develop, deploy,
assess, or secure solutions that incorporate Microsoft Internet Explorer 11.

Consensus Guidance

This benchmark was created using a consensus review process comprised subject matter
experts. Consensus participants provide perspective from a diverse set of backgrounds
including consulting, software development, audit and compliance, security research,
operations, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
during initial benchmark development. During this phase, subject matter experts convene
to discuss, create, and test working drafts of the benchmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been published. During this phase, all feedback provided by the
Internet community is reviewed by the consensus team for incorporation in the
benchmark. If you are interested in participating in the consensus process, please visit
https://community.cisecurity.org.
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Typographical Conventions

The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code, command, and script examples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or examples. Text should
be interpreted exactly as presented.

<italic font in brackets> Italic texts set in angle brackets denote a variable
requiring substitution for a real value.

Italic font Used to denote the title of a book, article, or other
publication.
Note Additional information or caveats

Scoring Information

A scoring status indicates whether compliance with the given recommendation impacts the
assessed target's benchmark score. The following scoring statuses are used in this
benchmark:

Scored

Failure to comply with "Scored" recommendations will decrease the final benchmark score.
Compliance with "Scored" recommendations will increase the final benchmark score.

Not Scored

Failure to comply with "Not Scored" recommendations will not decrease the final
benchmark score. Compliance with "Not Scored" recommendations will not increase the
final benchmark score.
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Profile Definitions

The following configuration profiles are defined by this Benchmark:

e Levell
Items in this profile intend to:

o be practical and prudent;
o provide a clear security benefit; and
o not inhibit the utility of the technology beyond acceptable means.

Acknowledgements

This benchmark exemplifies the great things a community of users, vendors, and subject matter
experts can accomplish through consensus collaboration. The CIS community thanks the entire
consensus team with special recognition to Microsoft's Aaron Margosis, Rick Munck, and the
rest of the Security Compliance Manager teams for their collaboration developing the
configuration recommendations contained in this document.
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Recommendations

1 Anti-Malware

1.1 Set 'Turn on Enhanced Protected Mode' to 'Enabled’ (Scored)

Profile Applicability:
e Level 1

Description:

Enhanced Protected Mode provides additional protection against malicious websites by
using 64-bit processes on 64-bit versions of Windows. For computers running Windows 8
and above, Enhanced Protected Mode also limits the locations Internet Explorer can read
from in the registry and the file system.

If you enable this policy setting, Enhanced Protected Mode will be turned on. Any zone that
has Protected Mode enabled will use Enhanced Protected Mode. Users will not be able to
disable Enhanced Protected Mode.

If you disable this policy setting, Enhanced Protected Mode will be turned off. Any zone that
has Protected Mode enabled will use the version of Protected Mode introduced in Internet
Explorer 7 for Windows Vista.

If you do not configure this policy, users will be able to turn on or turn off Enhanced
Protected Mode on the Advanced tab of the Internet Options dialog. The recommended
state for this setting is: Enabled.

Rationale:

Enhanced Protected Mode provides additional protection against malicious websites by
using 64-bit processes on 64-bit versions of Windows. For computers running Windows 8
and above, Enhanced Protected Mode also limits the locations Internet Explorer can read
from in the registry and the file system.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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|HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\Main\Isolation

Remediation:

To establish the recommended configuration via Group Policy, set the following UI path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Internet Control Panel\Advanced Page\Turn on Enhanced Protected Mode

Impact:

If you enable this policy setting, Enhanced Protected Mode will be turned on. Any zone that
has Protected Mode enabled will use Enhanced Protected Mode. Users will not be able to
disable Enhanced Protected Mode.

If you disable this policy setting, Enhanced Protected Mode will be turned off. Any zone that
has Protected Mode enabled will use the version of Protected Mode introduced in Internet
Explorer 7 for Windows Vista.

If you do not configure this policy, users will be able to turn on or turn off Enhanced
Protected Mode on the Advanced tab of the Internet Options dialog.

1.2 Set 'Allow software to run or install even if the signature is invalid'
to 'Disabled' (Scored)

Profile Applicability:
e Level 1

Description:

Microsoft ActiveX® controls and file downloads often have digital signatures attached that
help certify the file's integrity and the identity of the signer (creator) of the software. Such
signatures help ensure that unmodified software is downloaded and that you can identify
active signers to determine whether you trust them enough to run their software.

The Allow software to run or install even if the signature is invalid setting allows you to
manage whether downloaded software can be installed or run by users even though the
signature is invalid. An invalid signature might indicate that someone has tampered with
the file. If you enable this policy setting, users will be prompted to install or run files with
an invalid signature. If you disable this policy setting, users cannot run or install files with
an invalid signature.
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Note: Some legitimate software and controls may have an invalid signature and still be OK.
You should carefully test such software in isolation before you allow it to be used on your
organization's network. The recommended state for this setting is: Disabled.

Rationale:

Microsoft ActiveX® controls and file downloads often have digital signatures attached that
certify the file's integrity and the identity of the signer (creator) of the software. Such
signatures help ensure that unmodified software is downloaded and that you can positively
identify the signer to determine whether you trust them enough to run their software. The
validity of unsigned code cannot be ascertained.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\Download\RunInvalidSignatures

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Disabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Internet Control Panel\Advanced Page\Allow software to run or install even if
the signature is invalid

Impact:

Some legitimate software and controls may have an invalid signature. You should carefully
test such software in isolation before it is allowed to be used on your organization's
network.

Default Value:

Disabled

1.3 Set 'Prevent Bypassing SmartScreen Filter Warnings' to 'Enabled’
(Scored)

Profile Applicability:

e Level 1
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Description:

The SmartScreen Filter prevents users from navigating to and downloading from sites
known to host malicious content, including Phishing or malicious software attacks. If you
enable this policy setting, the user is not permitted to navigate to sites identified as unsafe
by the SmartScreen Filter. If you disable this policy setting or do not configure it, the user
can ignore SmartScreen Filter warnings and navigate to unsafe sites. The recommended
state for this setting is: Enabled.

Rationale:

If this setting is enabled and the SmartScreen Filter is active, the user can ignore a
SmartScreen Filter warning and navigate to a site determined to be unsafe.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\PhishingFilter\PreventOverride

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Prevent Bypassing SmartScreen Filter Warnings

Impact:
Users cannot navigate to sites detected as unsafe by the SmartScreen Filter.
Default Value:

Disabled

1.4 Set 'Prevent bypassing SmartScreen Filter warnings about files that
are not commonly downloaded from the Internet' to 'Enabled’ (Scored)

Profile Applicability:
e Level 1

Description:
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This policy setting determines whether the user can bypass warnings from SmartScreen
Filter. SmartScreen Filter warns the user about executable files that Internet Explorer users
do not commonly download from the Internet.

If you enable this policy setting, SmartScreen Filter warnings block the user.

If you disable or do not configure this policy setting, the user can bypass SmartScreen Filter
warnings. The recommended state for this setting is: Enabled.

Rationale:

The SmartScreen Filter prevents users from navigating to and downloading from sites
known to host malicious content, including Phishing or malicious software attacks.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\PhishingFilter\PreventOverrideAppRepUnknown

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Prevent bypassing SmartScreen Filter warnings about files that are not
commonly downloaded from the Internet

Impact:

If you enable this policy setting, the user is not permitted to navigate to sites identified as
unsafe by the SmartScreen Filter. If you disable this policy setting or do not configure it, the
user can ignore SmartScreen Filter warnings and navigate to unsafe sites.

1.5 Configure 'Do not allow users to enable or disable add-ons' (Not
Scored)

Profile Applicability:
e Level 1
Description:
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This policy setting allows you to manage whether users have the ability to allow or deny
add-ons through Add-On Manager. If you enable this policy setting, users cannot enable or
disable add-ons through Add-On Manager. The only exception occurs if an add-on has been
specifically entered into the '"Add-On List' policy setting in such a way as to allow users to
continue to manage the add-on. In this case, the user can still manage the add-on through
the Add-On Manager. If you disable or do not configure this policy setting, the appropriate
controls in the Add-On Manager will be available to the user. Configure this setting in a
manner that is consistent with security and operational requirements of your organization.

Rationale:

Users often choose to install add-ons that are not permitted by an organization's security
policy. Such add-ons can pose a significant security and privacy risk to your network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\Restrictions\NoExtensionManagement

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Not Configured.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Do not allow users to enable or disable add-ons

Impact:

When the Do not allow users to enable or disable add-ons setting is enabled, users will not
be able to enable or disable their own Internet Explorer add-ons. If your organization uses
add-ons, this configuration may affect their ability to work.

Default Value:

Disabled
1.6 Set 'Disable Save this program to disk option' to 'Enabled’ (Scored)
Profile Applicability:

e Level 1
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Description:

This policy setting prevents users from saving a program or file that Internet Explorer has
downloaded to the hard disk. If you enable this policy setting, users cannot save programs
to disk with the Save this program to disk option. The program file will not download, and
the user is informed that the command is not available. The recommended state for this
setting is: Enabled.

Rationale:
Users could download and execute hostile code from Web sites.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\Software\Policies\Microsoft\Internet
Explorer\Restrictions\NoSelectDownloadDir

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

User Configuration\Administrative Templates\Windows Components\Internet
Explorer\Browser menus\Disable Save this program to disk option

Impact:

Users will be unable to click the Save This Program to Disk button to download program
files.

Default Value:

Disabled
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2 ActiveX Settings

2.1 Set 'Prevent per-user installation of ActiveX controls' to 'Enabled’
(Scored)

Profile Applicability:
o Level 1

Description:

This policy setting allows you to prevent the installation of ActiveX controls on a per-user
basis. If you enable this policy setting, ActiveX controls cannot be installed on a per-user
basis. If you disable or do not configure this policy setting, ActiveX controls can be installed
on a per-user basis. The recommended state for this setting is: Enabled.

Rationale:

Per-user installation of ActiveX controls is a convenient feature that many organizations
may want to leverage. One benefit is that even if the user installs a control that includes a
malicious payload its impact will be limited to the privileges of the user who installed it.
Nevertheless, restricting the installation of ActiveX controls to administrators and using the
ActiveX Installer Service or some other centralized software deployment tool is a more
effective method for avoiding malware.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\Security\ActiveX\BlockNonAdminActiveXInstall

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Prevent per-user installation of ActiveX controls

Impact:
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If you enable this policy setting, ActiveX controls cannot be installed on a per-user basis. If
you disable or do not configure this policy setting, ActiveX controls can be installed on a
per-user basis.

2.2 Set 'Specify use of ActiveX Installer Service for installation of ActiveX
controls' to 'Enabled’ (Scored)

Profile Applicability:
e Level 1

Description:

This policy setting allows you to specify how ActiveX controls are installed. If you enable
this policy setting, ActiveX controls are installed only if the ActiveX Installer Service is
present and has been configured to allow the installation of ActiveX controls. If you disable
or do not configure this policy setting, ActiveX controls, including per-user controls, are
installed through the standard installation process. The recommended state for this setting
1S: Enabled.

Rationale:

The ActiveX Installer Service can be a more secure method for deploying ActiveX controls
needed for business purposes than allowing users to download and install them because
organizations can ensure they are legitimate and scan them for malware prior to
deployment.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Windows\AxInstaller\OnlyUseAXISForActiv
eXInstall

Remediation:

To establish the recommended configuration via Group Policy, set the following UI path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Specify use of ActiveX Installer Service for installation of ActiveX controls

Impact:

14| Page




If you enable this policy setting, ActiveX controls are installed only if the ActiveX Installer
Service is present and has been configured to allow the installation of ActiveX controls. If
you disable or do not configure this policy setting, ActiveX controls, including per-user
controls, are installed through the standard installation process.

2.3 Set 'Turn on ActiveX Filtering' to 'Enabled’ (Scored)
Profile Applicability:
e Level 1

Description:

This policy setting controls the ActiveX Filtering feature for websites running ActiveX
controls. The user can choose to turn off ActiveX Filtering for specific websites so that its
ActiveX controls can run properly. If you enable this policy setting, ActiveX Filtering will be
enabled by default for the user. The user cannot turn off ActiveX Filtering although they
may add per-site exceptions. If you disable this policy setting or do not configure it, ActiveX
Filtering will not be enabled by default for the user. The user can turn ActiveX Filtering on
or off. The recommended state for this setting is: Enabled.

Rationale:

ActiveX Filtering allows you to make an informed decision about every ActiveX control you
run by giving you the ability to block ActiveX controls for all sites, and then turn them on
for only the sites that you trust. This can help improve your protection against risky and
unreliable ActiveX controls.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet
Explorer\Safety\ActiveXFiltering\IsEnabled

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Turn on ActiveX Filtering

Impact:
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If you enable this policy setting, ActiveX Filtering will be enabled by default for the user.
The user cannot turn off ActiveX Filtering although they may add per-site exceptions. If you
disable this policy setting or do not configure it, ActiveX Filtering will not be enabled by
default for the user. The user can turn ActiveX Filtering on or off.

Default Value:

Disabled

2.4 Set 'Turn off ActiveX opt-in prompt' to 'Disabled' (Scored)
Profile Applicability:

o Level 1

Description:

This policy setting allows you to turn off the ActiveX opt-in prompt. The ActiveX opt-in
prevents Web sites from loading any COM object without prior approval. If a page attempts
to load a COM object that Internet Explorer has not used before, an Information bar will
appear asking the user for approval. If you enable this policy setting, the ActiveX opt-in
prompt will not appear. Internet Explorer does not ask the user for permission to load a
control, and will load the ActiveX if it passes all other internal security checks. If you
disable or do not configure this policy setting, the ActiveX opt-In prompt will appear. The
recommended state for this setting is: Disabled.

Rationale:

If the user were to enable this setting the ActiveX opt-in prompt would be disabled and
malicious ActiveX controls could be executed without the user's knowledge.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Ext\NoFirsttimep
rompt

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Disabled.
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Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Turn off ActiveX opt-in prompt

Impact:

Enabling this setting would allow the possibility of malicious ActiveX controls to be
executed without the user's knowledge.

Default Value:

Not Configured

2.5 Set 'Do not allow ActiveX controls to run in Protected Mode when
Enhanced Protected Mode is enabled' to 'Enabled’ (Scored)

Profile Applicability:
e Level 1

Description:

This policy setting prevents ActiveX controls from running in Protected Mode when
Enhanced Protected Mode is enabled. When a user has an ActiveX control installed that is
not compatible with Enhanced Protected Mode and a website attempts to load the control,
Internet Explorer notifies the user and gives the option to run the website in regular
Protected Mode. This policy setting disables this notification and forces all websites to run
in Enhanced Protected Mode.

Enhanced Protected Mode provides additional protection against malicious websites by
using 64-bit processes on 64-bit versions of Windows. For computers running Windows 8
and above, Enhanced Protected Mode also limits the locations Internet Explorer can read
from in the registry and the file system.

When Enhanced Protected Mode is enabled, and a user encounters a website that attempts
to load an ActiveX control that is not compatible with Enhanced Protected Mode, Internet
Explorer notifies the user and gives the option to disable Enhanced Protected Mode for that
particular website.

If you enable this policy setting, Internet Explorer will not give the user the option to

disable Enhanced Protected Mode. All Protected Mode websites will run in Enhanced
Protected Mode.
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If you disable or do not configure this policy setting, Internet Explorer notifies users and
provides an option to run websites with incompatible ActiveX controls in regular Protected
Mode. This is the default behavior. The recommended state for this setting is: Enabled.

Rationale:

Enhanced Protected Mode provides additional protection against malicious websites by
using 64-bit processes on 64-bit versions of Windows. For computers running Windows 8
and above, Enhanced Protected Mode also limits the locations Internet Explorer can read
from in the registry and the file system.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet Explorer\Main\DisableEPMCompat

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Internet Control Panel\Advanced Page\Do not allow ActiveX controls to run in
Protected Mode when Enhanced Protected Mode is enabled

Impact:

When Enhanced Protected Mode is enabled, and a user encounters a website that attempts
to load an ActiveX control that is not compatible with Enhanced Protected Mode, Internet
Explorer notifies the user and gives the option to disable Enhanced Protected Mode for that
particular website.

If you enable this policy setting, Internet Explorer will not give the user the option to
disable Enhanced Protected Mode. All Protected Mode websites will run in Enhanced
Protected Mode.

If you disable or do not configure this policy setting, Internet Explorer notifies users and
provides an option to run websites with incompatible ActiveX controls in regular Protected
Mode. This is the default behavior.
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3 Browsing History

3.1 Configure 'Prevent deleting websites that the user has visited' (Not

Scored)
Profile Applicability:
o Level 1

Description:

This policy setting prevents the user from deleting the history of websites that he or she

has visited. This feature is available in the Delete Browsing History dialog box.

If you enable this policy setting, websites that the user has visited are preserved when he
or she clicks Delete. If you disable this policy setting, websites that the user has visited are
deleted when he or she clicks Delete. If you do not configure this policy setting, the user
can choose whether to delete or preserve visited websites when he or she clicks Delete.

If the "Prevent access to Delete Browsing History" policy setting is enabled, this policy
setting is enabled by default. Configure this setting in a manner that is consistent with

security and operational requirements of your organization.

Rationale:

If users can delete websites they have visited it will be easier for them to hide evidence that

they have visited unauthorized sites.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as

prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet Explorer\Privacy\CleanHistory

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to

Not Configured.

Computer Configuration\Administrative Templates\Windows Components\Internet

Explorer\Delete Browsing History\Prevent deleting websites that the user has visited

Impact:
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If you enable this policy setting, websites that the user has visited are preserved when he
or she clicks Delete.

If you disable this policy setting, websites that the user has visited are deleted when he or
she clicks Delete.

If you do not configure this policy setting, the user can choose whether to delete or
preserve visited websites when he or she clicks Delete.

[f the "Prevent access to Delete Browsing History" policy setting is enabled, this policy
setting is enabled by default.

3.2 Configure 'Prevent Deleting Cookies' (Not Scored)

Profile Applicability:
e Level 1

Description:

This policy setting is used to prevent users from deleting cookies. This feature is available
in the Delete Browsing History dialog box. If you enable this policy setting, cookies will be
preserved when the user clicks Delete. If you disable this policy setting, cookies will be
deleted when the user clicks Delete. If you do not configure this policy setting, the user will
be able to choose whether to delete or preserve cookies when the user clicks Delete. If the
"Turn off Delete Browsing History functionality” policy is enabled, this policy is enabled by
default. Configure this setting in a manner that is consistent with security and operational
requirements of your organization.

Rationale:

If a user is suspected of visiting unauthorized website the information stored in the data
cookies could be useful in verifying where he or she went online.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

| HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet Explorer\Privacy\CleanCookies

Remediation:
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To establish the recommended configuration via Group Policy, set the following UI path to

Not Configured.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Delete Browsing History\Prevent Deleting Cookies

Impact:

If you enable this policy setting, users will not be able to delete cookies. If you disable or do

not configure this policy setting, users will be able to delete cookies.
Default Value:

Disabled

3.3 Set 'Disable "Configuring History"' to 'Enabled’ (Scored)
Profile Applicability:

o Level 1

Description:

This setting specifies the number of days that Internet Explorer keeps track of the pages

viewed in the History List. The recommended state for this setting is: Enabled.

Rationale:

If users can delete their browsing history it will be easier for them to hide evidence that

they have visited unauthorized sites.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as

prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet Explorer\Control Panel\History

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to

Enabled.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Delete Browsing History\Disable "Configuring History"

Impact:
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If you enable this policy setting, a user cannot set the number of days that Internet Explorer
keeps track of the pages viewed in the History List. You must specify the number of days
that Internet Explorer keeps track of the pages viewed in the History List. Users will not be
able to delete browsing history. If you disable or do not configure this policy setting, a user
can set the number of days that Internet Explorer keeps track of the pages viewed in the
History List and has the freedom to Delete Browsing History.

Default Value:

Disabled

3.4 Set 'Days to keep pages in History'to '40' (Scored)
Profile Applicability:

o Level 1

Description:

This setting specifies the number of days that Internet Explorer keeps track of the pages
viewed in the History List. The recommended state for this setting is: 40.

Rationale:

The browsing history may increase an organization' s ability to determine if a user
has visited unauthorized sites.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings\Url History\DaysToKeep

Remediation:

To establish the recommended configuration via Group Policy, set the following Ul path to
40.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Delete Browsing History\Disable "Configuring History": Days to keep pages in
History

Impact:
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If you enable this policy setting, a user cannot set the number of days that Internet Explorer
keeps track of the pages viewed in the History List. You must specify the number of days
that Internet Explorer keeps track of the pages viewed in the History List. Users will not be
able to delete browsing history. If you disable or do not configure this policy setting, a user
can set the number of days that Internet Explorer keeps track of the pages viewed in the
History List and has the freedom to Delete Browsing History.

Default Value:

Not Configured
3.5 Configure 'Prevent Deleting Temporary Internet Files' (Not Scored)

Profile Applicability:
e Level 1

Description:

This policy setting is used to prevent users from deleting temporary Internet files. This
feature is available in the Delete Browsing History dialog box. If you enable this policy
setting, temporary Internet files will be preserved when the user clicks Delete. If you
disable this policy setting, temporary Internet files will be deleted when the user clicks
Delete. If you do not configure this policy setting, the user will be able to choose whether to
delete or preserve temporary Internet files when the user clicks Delete. If the Turn off
Delete Browsing History functionality policy is enabled, this policy is enabled by
default. Configure this setting in a manner that is consistent with security and operational
requirements of your organization.

Rationale:

If a user is suspected of visiting unauthorized website the information stored in the
Temporary Internet Files folder could be useful in verifying where he or she went online.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

| HKEY LOCAL MACHINE\Software\Policies\Microsoft\Internet Explorer\Privacy\CleanTIF

Remediation:
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To establish the recommended configuration via Group Policy, set the following UI path to
Not Configured.

Computer Configuration\Administrative Templates\Windows Components\Internet
Explorer\Delete Browsing History\Prevent Deleting Temporary Internet Files

Impact:

If you enable this policy setting, users will not be able to delete temporary Internet files. If
you disable or do not configure this policy setting, users will be able to delete temporary
Internet files.

Default Value:

Not Configured

3.6 Configure 'Allow deleting browsing history on exit' (Not Scored)
Profile Applicability:

e Level 1

Description:

This policy setting allows the automatic deletion of specified items when the last browser
window closes. The preferences selected in the Delete Browsing History dialog box (such as
deleting temporary Internet files, cookies, history, form data, and passwords) are applied,
and those items are deleted.

If you enable this policy setting, deleting browsing history on exit is turned on.

If you disable this policy setting, deleting browsing history on exit is turned off.

If you do not configure this policy setting, it can be configured on the General tab in
Internet Options.

If the "Prevent access to Delete Browsing History" policy setting is enabled, this policy
setting has no effect. Configure this setting in a manner that is consistent with security and
operational requirements of your organization.

Rationale:

If users can delete their browsing history it will be easier for them to hide evidence that
they have visited unauthorized sites.