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Overview

This document, Security Configuration Benchmark for Microsoft Outlook 2010, provides
prescriptive guidance for establishing a secure configuration posture for Microsoft Outlook
2010 running on Windows 7. This guide was tested against Microsoft Office 2010. To
obtain the latest version of this guide, please visit http://cisecurity.org. If you have
questions, comments, or have identified ways to improve this guide, please write us at
feedback@cisecurity.org.

Intended Audience

This document is intended for system and application administrators, security specialists,
auditors, help desk, and platform deployment personnel who plan to develop, deploy,
assess, or secure solutions that incorporate Microsoft Outlook 2010 on a Microsoft
Windows platform.

Consensus Guidance

This benchmark was created using a consensus review process comprised subject matter
experts. Consensus participants provide perspective from a diverse set of backgrounds
including consulting, software development, audit and compliance, security research,
operations, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
during initial benchmark development. During this phase, subject matter experts convene
to discuss, create, and test working drafts of the benchmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been published. During this phase, all feedback provided by the
Internet community is reviewed by the consensus team for incorporation in the
benchmark. If you are interested in participating in the consensus process, please visit
https://community.cisecurity.org.

8|Page


https://community.cisecurity.org/

Typographical Conventions

The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code, command, and script examples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or examples. Text should
be interpreted exactly as presented.

<italic font in brackets> [talic texts set in angle brackets denote a variable
requiring substitution for a real value.

Italic font Used to denote the title of a book, article, or other
publication.

Note Additional information or caveats

Scoring Information

A scoring status indicates whether compliance with the given recommendation impacts the
assessed target's benchmark score. The following scoring statuses are used in this
benchmark:

Scored
Failure to comply with "Scored" recommendations will decrease the final benchmark score.
Compliance with "Scored" recommendations will increase the final benchmark score.

Not Scored

Failure to comply with "Not Scored" recommendations will not decrease the final
benchmark score. Compliance with "Not Scored" recommendations will not increase the
final benchmark score.
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Profile Definitions

The following configuration profiles are defined by this Benchmark:

e Levell
[tems in this profile intend to:
o be practical and prudent;

o provide a clear security benefit; and
o notinhibit the utility of the technology beyond acceptable means.
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Recommendations

1 Malware Defenses

1.1 Set 'Restrict level of calendar details users can publish' to
'Enabled:Disables 'Full details' and 'Limited details" (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls the level of calendar details that Outlook users can publish to
the Microsoft Outlook Calendar Sharing Service.

If you enable this policy setting, you can choose from three levels of detail:

o All options are available - This level of detail is the default configuration.
e Disables 'Full details’
e Disables 'Full details' and 'Limited details'

If you disable or do not configure this policy setting, Outlook users can share their
calendars with selected others by publishing them to the Microsoft Outlook Calendar
Sharing Service. Users can choose from three levels of detail:

e Availability only - Authorized visitors will see the user's time marked as Free, Busy,
Tentative, or Out of Office, but will not be able to see the subjects or details of
calendar items.

e Limited details - Authorized visitors can see the user's availability and the subjects
of calendar items only. They will not be able to view the details of calendar items.
Optionally, users can allow visitors to see the existence of private items.

e Full details - Authorized visitors can see the full details of calendar items. Optionally,
users can allow visitors to see the existence of private items. The recommended
state for this setting is: Enabled:Disables 'Full details' and 'Limited

details’'.
Rationale:
By default, Outlook 2010 users can share their calendars with selected others by publishing

them to the Microsoft Office Outlook Calendar Sharing Service. Users can choose from three
levels of detail:
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o Availability only. Authorized visitors will see the user's time marked as Free, Busy,
Tentative, or Out of Office, but will not be able to see the subjects or details of
calendar items.

e Limited details. Authorized visitors can see the user's availability and the subjects of
calendar items only. They will not be able to view the details of calendar items.
Optionally, users can allow visitors to see the existence of private items.

o Full details. Authorized visitors can see the full details of calendar items. Optionally,
users can allow visitors to see the existence of private items and to access
attachments within calendar items.

If users are allowed to publish limited or full details, sensitive information in their
calendars could become exposed to parties who are not authorized to have that
information.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Calendar Options\Office.com Sharing Service\Restrict level of
calendar details users can publish\Restrict level of calendar details users can
publish

Then set the Restrict level of calendar details users can publish option to
Disables 'Full details' and 'Limited details'.

Impact:
Choosing Disables 'Full details' or Disables 'Full details' and 'Limited details' could cause
disruptions for Outlook 2010 users who rely on the ability to publish details of their

appointments to the Microsoft Office Outlook Calendar Sharing Service. These users will
have to communicate appointment details to outside parties by other means.

1.2 Set 'Allow Active X One Off Forms' to 'Enabled:Load only Outlook
Controls' (Scored)

Profile Applicability:

e Levell
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Description:

By default, third-party ActiveX controls are not allowed to run in one-off forms in Outlook.
You can change this behavior so that Safe Controls (Microsoft Forms 2.0 controls and the
Outlook Recipient and Body controls) are allowed in one-off forms, or so that all ActiveX

controls are allowed to run. The recommended state for this setting is: Enabled:Load only
Outlook Controls.

Rationale:

If additional types of Active X controls are allowed, particularly un-trusted third-party
controls, the risk of malware infecting the computer increases.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Allow
Active X One Off Forms\Allow Active X One Off Forms

Then setthe Allow Active X One Off Forms optionto Load only Outlook Controls.
Impact:

This setting enforces the default configuration and therefore should not have any effect on
usability.

1.3 Set 'Access to published calendars' to 'Enabled’ (Scored)
Profile Applicability:
e Levell

Description:

This policy setting determines what restrictions apply to users who publish their calendars
on Office.com or third-party World Wide Web Distributed Authoring and Versioning

(WebDAV) servers. If you enable or disable this policy setting, calendars that are published
on Office.com must have restricted access (users other than the calendar owner/publisher
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who wish to view the calendar can only do so if they receive invitations from the calendar
owner), and users cannot publish their calendars to third-party DAV servers. If you do not
configure this policy setting, users can share their calendars with others by publishing
them to the Office.com Calendar Sharing Services and to a server that supports the World
Wide Web Distributed Authoring and Versioning (WebDAV) protocol. Office.com allows
users to choose whether to restrict access to their calendars to people they invite, or allow
unrestricted access to anyone who knows the URL to reach the calendar. DAV access
restrictions can only be achieved through server and folder permissions, and might require
the assistance of a server administrator to set up and maintain. The recommended state for
this setting is: Enabled.

Rationale:

By default, users can share their calendars with others by publishing them to the Microsoft
Office.com Calendar Sharing Services and to a server that supports the World Wide Web
Distributed Authoring and Versioning (WebDAV) protocol. Office.com allows users to
choose whether to restrict access to their calendars to people they invite, or allow
unrestricted access to anyone who knows the URL to reach the calendar. DAV access
restrictions can only be achieved through server and folder permissions, and might require
the assistance of a server administrator to set up and maintain. If a calendar is visible to
anyone on Office.com or third-party DAV servers, sensitive information might be revealed
contained in calendar appointments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\pubcallrestri
ctedaccessonly

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Calendar Options\Office.com Sharing Service\Access to published
calendars

Impact:

Most users probably don't want to make their calendars available to every user on
Office.com, so the effect will likely be minimal in most environments.
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1.4 Set 'Allow hyperlinks in suspected phishing e-mail messages' to
'‘Disabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether hyperlinks in suspected phishing e-mail messages in
Outlook are allowed.

If you enable this policy setting, Outlook will allow hyperlinks in suspected phishing
messages that are not also classified as junk e-mail.

If you disable or do not configure this policy setting, Outlook will not allow hyperlinks in
suspected phishing messages, even if they are not classified as junk e-mail. The
recommended state for this setting is: pisabled.

Rationale:

Outlook 2010's Junk E-mail Filter evaluates each incoming message for possible spam or
phishing content. Suspicious message detection is always turned on.

By default, Outlook handles suspicious messages in two ways:

o Ifthe Junk E-mail Filter does not consider a message to be spam but does consider it
to be phishing, the message is left in the Inbox but any links in the message are
disabled and users cannot use the Reply and Reply All functionality. In addition, any
attachments in the suspicious message are blocked.

e Ifthe Junk E-mail Filter considers the message to be both spam and phishing, the
message is automatically sent to the Junk E-mail folder. Any message sent to the
Junk E-mail folder is converted to plain text format and all links are disabled. In
addition, the Reply and Reply All functionality is disabled and any attachments in
the message are blocked.

The InfoBar alerts users to this change in functionality. If users are certain that a message is
legitimate, they can click the InfoBar and enable the links in the message.

Users can change the way Outlook handles phishing messages in the Junk E-mail Options
dialog box by clearing the Disable links and other functionality in phishing messages
(Recommended) check box. If this check box is cleared, Outlook will not disable links in
suspected phishing messages unless they are classified as junk e-mail, which could allow
users to disclose confidential information to malicious Web sites.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\mail\junkmail
enablelinks

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Trust
Center\Allow hyperlinks in suspected phishing e-mail messages

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause significant usability issues for most users.

1.5 Set 'Allow scripts in one-off Outlook forms' to 'Disabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether scripts can run in Outlook forms in which the script
and layout are contained within the message. If you enable this policy setting, scripts can
run in one-off Outlook forms. If you disable or do not configure this policy setting, Outlook
does not run scripts in forms in which the script and the layout are contained within the
message. Important: This policy setting only applies if the "Outlook Security Mode" policy
setting under "Microsoft Outlook 2010\ Security\Security Form Settings" is configured to
"Use Outlook Security Group Policy." The recommended state for this setting is: bisabled.

Rationale:

Malicious code can be included within Outlook forms, and such code could be executed
when users open the form. By default, Outlook 2010 does not run scripts in forms in which
the script and the layout are contained within the message.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\enableoneoff
formscripts

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Custom Form Security\Allow scripts in one-off Outlook forms

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause significant usability issues for most users. Allowing scripts to run in one-
off Outlook forms can pose a significant risk. Unless your users have a legitimate business
need for such functionality, this setting should be disabled. If your organization uses forms
with scripts, consider redesigning these forms.

1.6 Set 'Apply macro security settings to macros, add-ins and additional
actions' to 'Enabled’ (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook also applies the macro security settings to
installed COM add-ins and additional actions.

If you enable this policy setting, the macro security settings will also be applied to add-ins
and additional actions.

If you disable or do not configure this policy setting, Outlook does not use the macro

security settings to determine whether to run macros, installed COM add-ins, and
additional actions. The recommended state for this setting is: Enabled.
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Rationale:

Attackers can insert malicious code into add-ins and smart tags in an attempt to affect your
computing environment. By default, COM add-ins and smart tags are not subject to the
same security restrictions as installed macros.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\donttrustins
talledfiles

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Trust
Center\Apply macro security settings to macros, add-ins and additional actions

Impact:

When this setting is Enabled and a strong security level is chosen for macros, add-ins and
smart tags will run under greater security restrictions. This configuration might have an
impact on users that use add-ins and smart tags.

1.7 Set 'Automatically download attachments' to 'Disabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook downloads files attached to Internet Calendar
appointments. If you enable this policy setting, Outlook automatically downloads all
Internet Calendar appointment attachments If you disable or do not configure this policy
setting, Outlook does not download attachments when retrieving Internet Calendar
appointments. The recommended state for this setting is: Disabled.
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Rationale:

Files attached to Internet Calendar appointments could contain malicious code that could
be used to compromise a computer. By default, Outlook 2010 does not download
attachments when retrieving Internet Calendar appointments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\webcallenable
attachments

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Internet Calendars\Automatically download attachments

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and therefore is
unlikely to cause usability issues for most users.

1.8 Set 'Automatically download content for e-mail from people in Safe
Senders and Safe Recipients Lists' to 'Disabled’ (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook automatically downloads external content in
e-mail from senders in the Safe Senders List or Safe Recipients List.

If you enable this policy setting, Outlook automatically downloads content for e-mail from
people in Safe Senders and Safe Recipients lists.

If you disable this policy setting, Outlook will not automatically download content from
external servers for messages sent by people listed in users' Safe Senders Lists or Safe
Recipients Lists. Recipients can choose to download external content on a message-by-
message basis.
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If you do not configure this policy setting, downloads are permitted when users receive e-
mail from people listed in the user's Safe Senders List or Safe Recipients List. The
recommended state for this setting is: pisabled.

Rationale:

Malicious e-mail senders can send HTML e-mail messages with embedded Web beacons, or
pictures and other content from external servers that can be used to track whether specific
recipients have opened a message. Viewing an e-mail message that contains a Web beacon
provides confirmation that the recipient's e-mail address is valid, which leaves the
recipient vulnerable to additional spam and harmful e-mail. To help protect users from
Web beacons, Outlook 2010 can be configured to automatically block the display of
external content in e-mail messages. However, because this configuration could block
desirable content from display, Outlook can also be configured to automatically display
external content in any messages sent by people who are listed in users' Safe Senders Lists
or Safe Recipients Lists.

By default, Outlook 2010 automatically displays external content in e-mail messages from
people listed in users' Safe Senders Lists or Safe Recipients Lists, and automatically blocks
external content in other messages. If a malicious sender is accidentally added to a user's
Safe Senders List or Safe Recipients List, Outlook will display external content in all e-mail
messages from the malicious sender, which could include Web beacons.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\maillunblocks
pecificsenders

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Automatic
Picture Download Settings\Automatically download content for e-mail from people in
Safe Senders and Safe Recipients Lists

Impact:
Disabling this setting means that Outlook 2010 does not automatically download external

content for messages sent by people listed in users' Safe Senders Lists or Safe Recipients
Lists. This configuration can cause some disruption for users who regularly receive HTML
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e-mail messages that contain graphics and other external content, because they will need to
download content for each message individually.

1.9 Set 'Automatically wrap text at <x> characters.' to 'Disabled’
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting allows you to control how plain text messages are formatted when they
are sent from Outlook. If you enable this policy setting, text is automatically wrapped in
Internet e-mail messages and attachments are encoded in UUENCODE format. If you
disable this policy setting, Outlook uses the standard MIME format to encode attachments
in plain text Outlook messages. Users will not be able to change this configuration. If you do
not configure this policy setting, the behavior is the equivalent of setting the policy to
Disabled, but users can modify plain text options in Outlook when required by clicking
Tools, clicking Options, clicking the Mail Format tab, clicking Internet Format, and changing
the values under "Plain text options". The recommended state for this setting is: Disabled.

Rationale:

If outgoing mail is formatted in certain ways, for example if attachments are encoded in
UUENCODE format, attackers might manipulate the messages for their own purposes. If
UUENCODE formatting is used, an attacker could manipulate the encoded attachment to
bypass content filtering software. By default, Outlook 2010 automatically wraps plain text
messages at 76 characters and uses the standard MIME format to encode attachments in
plain text messages. However, these settings can be altered to allow e-mail to be read in
plain text e-mail programs that use a non-standard line length or that cannot process MIME
attachments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Format\Internet Formatting\Plain text options\: Automatically wrap text
at <x> characters.

Impact:

If this setting is not configured, users can modify plain text options in Outlook 2010 when
required by clicking Tools, clicking Options, clicking the Mail Format tab, clicking Internet
Format, and changing the values under Plain text options. If you enable this policy setting,
text is automatically wrapped in Internet e-mail messages and attachments are encoded in
UUENCODE format.

1.10 Set 'Block Trusted Zones' to 'Enabled’ (Scored)
Profile Applicability:

e Levell
Description:

This policy setting controls whether pictures from sites in the Trusted Sites security zone
are automatically downloaded in Outlook e-mail messages and other items.

If you enable this policy setting, Outlook does not automatically download content from
Web sites in the Trusted sites zone in Internet Explorer. Recipients can choose to download
external content on a message-by-message basis.

If you disable or do not configure this policy setting, Outlook automatically downloads
content from Web sites in the Trusted sites zone in Internet Explorer. The recommended
state for this setting is: Enabled.

Rationale:

Malicious users can send HTML e-mail messages with embedded Web beacons, which are
pictures and other content from external servers that can be used to track whether specific
recipients open the message. Viewing an e-mail message that contains a Web beacon
provides confirmation that the recipient's e-mail address is valid, which leaves the
recipient vulnerable to additional spam and harmful e-mail.

To reduce the risk from Web beacons, Outlook 2010 disables external content in e-mail
messages by default, unless the content is considered "safe" as determined by the check
boxes in the Automatic Download section of the Trust Center. Depending on how these
options are configured, safe content can include content in messages from addresses
defined in the Safe Senders and Safe Recipients Lists used by the Junk E-mail filter, content
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from SharePoint discussion boards, and content from Web sites in the Trusted sites zone in
Internet Explorer.

By default, Outlook considers trusted sites from Internet Explorer safe, and automatically
downloads content from them, which could potentially include Web beacons.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\mailltrustedz
one

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Automatic
Picture Download Settings\Block Trusted Zones

Impact:

Enabling this setting means that Outlook 2010 does not automatically download external
content from Web sites in the Trusted sites zone. This configuration can cause some
disruption for users who regularly receive HTML e-mail messages that contain graphics

and other external content from sites in this zone, because they will need to download
content for each message individually.

1.11 Set 'Check to disable users from adding entries to server list' to
'Enabled:Publish default, disallow others' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook users can add entries to the list of SharePoint
servers when establishing a meeting workspace.

If you enable this policy setting, you can choose between two options to determine whether
Outlook users can add entries to the published server list:
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e Publish default, allow others. This option is the default configuration in Outlook.
o Publish default, disallow others. This option prevents users from adding servers to
the default published server list.

If you disable or do not configure this policy setting, when users create a meeting
workspace, they can choose a server from a default list provided by administrators or
manually enter the address of a server that is not listed. This is the equivalent of Enabled --
Publish default, allow others. The recommended state for this setting is: Enabled:Publish
default, disallow others.

Rationale:
If users are able to manually enter the addresses of servers that are not approved by the

organization, they could use servers that do not meet your organization's information
security requirements, which could cause sensitive information to be at risk.

By default, when users create a meeting workspace, they can choose a server from a default
list provided by administrators or manually enter the address of a server that is not listed.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Meeting
Workspace\Disable user entries to server list\Disable user entries to server list

Then set the Check to disable users from adding entries to server list optionto
Publish default, disallow others.

Impact:
If you configure this setting to "Publish default, disallow others," users in your organization

who have a legitimate need to use servers other than those in the published server list will
need to obtain administrative assistance.
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1.12 Set 'Disable the Office client from polling the SharePoint Server for
published links' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Office 2010 applications can poll Office servers to
retrieve lists of published links. If you enable this policy setting, Office 2010 applications
cannot poll an Office server for published links. If you disable or do not configure this
policy setting, users of Office 2010 applications can see and use links to Microsoft
SharePoint Server sites from those applications. You can configure published links to Office
applications during initial deployment, and can add or change links as part of regular
operations. These links appear on the My SharePoint Sites tab of the Open, Save, and Save
As dialog boxes when opening and saving documents from these applications. Links can be
targeted so that they only appear to users who are members of particular audiences. Note -
This policy setting applies to Microsoft SharePoint Server specifically. It does not apply to
Microsoft SharePoint Foundation. The recommended state for this setting is: Enabled.

Rationale:

By default, users of Office 2010 applications can see and use links to Microsoft Office
SharePoint Server sites from those applications. Administrators configure published links
to Office applications during initial deployment, and can add or change links as part of
regular operations. These links appear on the My SharePoint Sites tab of the Open, Save,
and Save As dialog boxes when opening and saving documents from these applications.
Links can be targeted so that they only appear to users who are members of particular
audiences. If a malicious person gains access to the list of published links, they could
modify the links to point to unapproved sites, which could make sensitive data vulnerable
to exposure.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\portal\linkpublishingd
isabled
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Server
Settings\Disable the Office client from polling the SharePoint Server for published
links

Impact:

If this setting is Enabled, users will not be able to use the list of published links to open and
save files directly from within Office 2010 applications, which could hinder the use of
SharePoint Server for document collaboration. Note This setting applies to Microsoft Office
SharePoint Server specifically. It does not apply to Windows SharePoint Services (WSS).

1.13 Set 'Display pictures and external content in HTML e-mail’ to
'Enabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook downloads untrusted pictures and external
content located in HTML e-mail messages without users explicitly choosing to download
them.

If you enable this policy setting, Outlook will not automatically download content from
external servers unless the sender is included in the Safe Senders list. Recipients can
choose to download external content from untrusted senders on a message-by-message
basis.

If you disable this policy setting, Outlook does not display pictures and external content in
HTML e-mail.

If you do not configure this policy setting, Outlook does not download external content in
HTML e-mail and RSS items unless the content is considered safe. Content that Outlook can
be configured to consider safe includes:

o Content in e-mail messages from senders and to recipients defined in the Safe
Senders and Safe Recipients lists.

e Content from Web sites in Internet Explorer's Trusted Sites security zone.

o Content in RSS items.
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o Content from SharePoint Discussion Boards. Users can control what content is
considered safe by changing the options in the "Automatic Download" section of the
Trust Center.

If Outlook's default blocking configuration is overridden, in the Trust Center or by some
other method, Outlook will display external content in all HTML e-mail messages, including
any that include Web beacons. The recommended state for this setting is: Enabled.

Rationale:

Malicious e-mail senders can send HTML e-mail messages with embedded Web beacons,
which are pictures and other content from external servers that can be used to track
whether specific recipients open the message. Viewing an e-mail message that contains a
Web beacon provides confirmation that the recipient's e-mail address is valid, which leaves
the recipient vulnerable to additional spam and harmful e-mail.

By default, Outlook does not download external content in HTML e-mail and RSS items
unless the content is considered safe. Content that Outlook 2010 can be configured to
consider safe includes:

e Content in e-mail messages from senders and to recipients defined in the Safe
Senders and Safe Recipients lists.

o Content from Web sites in Internet Explorer's Trusted Sites security zone.

o Content in RSS items.

e Content from SharePoint Discussion Boards.

Users can control what content is considered safe by changing the options in the Automatic
Download section of the Trust Center. If Outlook's default blocking configuration is
overridden, in the Trust Center or by some other method, Outlook will display external
content in all HTML e-mail messages, including any that include Web beacons.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\mail\blockext
content

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Automatic
Picture Download Settings\Display pictures and external content in HTML e-mail

Impact:

Enabling this setting enforces the default configuration in Outlook 2010, and therefore is
unlikely to cause usability issues for most users.

1.14 Set 'Do not allow folders in non-default stores to be set as folder
home pages' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

By default, creating folder home pages for folders in non-default stores is blocked; you
cannot define a folder home page for a folder that is in a non-default store. This setting
allows you to unblock folder home pages for folders in non-default stores. Note that other
settings might still prevent folder home pages from functioning. The recommended state
for this setting is: Enabled.

Rationale:

Outlook 2010 allows users to designate Web pages as home pages for personal or public
folders. When a user clicks on a folder, Outlook displays the home page the user has
assigned to it. Although this feature provides the opportunity to create powerful public
folder applications, scripts can be included on Web pages that access the Outlook object
model, which exposes users to security risks. By default, Outlook does not allow users to
define folder home pages for folders in non-default stores. If this configuration is changed,
users can create and access dangerous folder home pages for Outlook data files (.pst) and
other non-default stores, which can compromise the security of the users' data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\nondefaultst
orescript
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Other\Advanced\Do not allow folders in non-default stores to be set as folder
home pages

Impact:

For more information, see Configure security for Outlook 2010 folder home pages.

1.15 Set 'Do not allow Outlook object model scripts to run for public
folders' to 'Enabled’ (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook executes scripts that are associated with
custom forms or folder home pages for public folders.

If you enable this policy setting, Outlook cannot execute any scripts associated with public
folders, overriding any configuration changes on users' computers.

If you disable or do not configure this policy setting Outlook will automatically run any
scripts associated with custom forms or folder home pages for public folders. The
recommended state for this setting is: Enabled.

Rationale:
In Outlook 2010, folders can be associated with custom forms or folder home pages that

include scripts that access the Outlook object model. These scripts can add functionality to
the folders and items contained within, but dangerous scripts can pose security risks.

By default, Outlook allows scripts included in custom forms or folder home pages for public
folders to execute. If users inadvertently run dangerous scripts when using public folders,
their computers or data could be at risk.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\publicfolder
script

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Other\Advanced\Do not allow Outlook object model scripts to run for public
folders

Impact:

If your organization uses custom forms or public folder home pages that contain scripts,
enabling this setting can reduce their functionality or render them unusable. Consider
surveying your organization's public folders for affected items before you enable this
setting.

1.16 Set 'Do not allow Outlook object model scripts to run for shared

folders' to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook executes scripts associated with custom forms
or folder home pages for shared folders. If you enable this policy setting, Outlook cannot
execute any scripts associated with shared folders, overriding any configuration changes
on users' computers. If you disable this policy setting, Outlook will automatically run any
scripts associated with custom forms or folder home pages for shared folders. If you do not
configure this policy setting, the behavior is the equivalent of setting the policy to Enabled.
The recommended state for this setting is: Enabled.

Rationale:

In Outlook 2010, folders can be associated with custom forms or folder home pages that
include scripts that access the Outlook object model. These scripts can add functionality to
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the folders and items contained within, but dangerous scripts can pose security risks. By
default, Outlook does not allow scripts included in custom forms or folder home pages for
shared folders to execute. If this configuration is changed, users can inadvertently run
dangerous scripts when using shared folders, which can put their computers or data at risk.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\sharedfolder
script

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Other\Advanced\Do not allow Outlook object model scripts to run for shared
folders

Impact:

Enabling this setting enforces the default configuration in Outlook 2010, and therefore is
unlikely to cause usability issues for most users.

1.17 Set 'Do not include Internet Calendar integration in Outlook' to
'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting allows you to determine whether or not you want to include Internet
Calendar integration in Outlook. The Internet Calendar feature in Outlook enables users to
publish calendars online (using the webcal:// protocol) and subscribe to calendars that
others have published. When users subscribe to an Internet calendar, Outlook queries the
calendar at regular intervals and downloads any changes as they are posted. If you enable
this policy setting, all Internet calendar functionality in Outlook is disabled. If you disable
or do not configure this policy setting, Outlook allows users to subscribe to Internet
calendars. The recommended state for this setting is: Enabled.
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Rationale:

The Internet Calendar feature in Outlook 2010 enables users to publish calendars online
(using the webcal:// protocol) and subscribe to calendars that others have published.
When users subscribe to an Internet calendar, Outlook queries the calendar at regular
intervals and downloads any changes as they are posted. By default, Outlook allows users
to subscribe to Internet calendars. If your organization has policies that govern the use of
external resources such as Internet calendars, this feature might enable users to violate
those policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\webcall\disabl
e

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Internet Calendars\Do not include Internet Calendar integration in Outlook

Impact:

Enabling this setting can cause disruptions for users who subscribe to Internet calendars
from within Outlook 2010. These users will have to use another method to access Internet
calendar data.

1.18 Set 'Do not permit download of content from safe zones' to
'Disabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook automatically downloads content from safe
zones when displaying messages. If you enable this policy setting, Outlook will not
automatically download content from safe zones. Recipients can choose to download
external content from untrusted senders on a message-by-message basis. If you disable this
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policy setting, content from safe zones will be downloaded automatically. If you do not
configure this policy setting, Outlook automatically downloads content from sites that are
considered "safe," as defined in the Security tab of the Internet Options dialog box in
Internet Explorer. Important - Note that this policy setting is "backward." Despite the name,
disabling the policy setting prevents the download of content from safe zones and enabling
the policy setting allows it. The recommended state for this setting is: Disabled.

Rationale:

By default, Outlook 2010 automatically downloads content from sites that are considered
"safe," as defined in the Security tab of the Internet Options dialog box in Internet Explorer.
This configuration could allow users to inadvertently download Web beacons that reveal
their identity to spammers and other malicious people.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\maillunblocks
afezone

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Automatic
Picture Download Settings\Do not permit download of content from safe zones

Impact:

Disabling this setting can cause some disruptions for Outlook 2010 users who receive many
e-mail messages that include content from safe zones, because they will be required to
download content for each message individually.

1.19 Set 'Download full text of articles as HTML attachments' to
'‘Disabled’ (Scored)

Profile Applicability:

e Levell
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Description:

This policy setting controls whether Outlook automatically makes an offline copy of the RSS
items as HTML attachments. If you enable this policy setting, Outlook automatically makes
an offline copy of RSS items as HTML attachments. If you disable or do not configure this
policy setting, Outlook will not automatically make an offline copy of RSS items as HTML
attachments. The recommended state for this setting is: Disabled.

Rationale:

Many RSS feeds use messages that contain a brief summary of a larger message or an
article with a link to the full content. Users can configure Outlook 2010 to automatically
download the linked content as message attachments for individual RSS feeds. If a feed is
frequently updated or typically contains very large messages and is not AutoArchived
regularly, downloading full articles can cause the affected message store to become very
large, which can affect the performance of Outlook. By default, Outlook does not
automatically download the full text of RSS entries when retrieving feeds.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\rss\enableful
ltexthtml

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\RSS Feeds\Download full text of articles as HTML attachments

Impact:

This setting enforces the default configuration and therefore should have minimal impact
on most users. Disabling this setting could cause minor disruptions for users who are
accustomed to reading articles as HTML attachments within Outlook 2010. These users will
have to click the View article link to open such articles in the default Web browser.

1.20 Set 'Encode attachments in UUENCODE format' to 'Disabled’
(Scored)
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Profile Applicability:
e Levell

Description:

This policy setting allows you to control how plain text messages are formatted when they
are sent from Outlook. If you enable this policy setting, text is automatically wrapped in
Internet e-mail messages and attachments are encoded in UUENCODE format. If you
disable this policy setting, Outlook uses the standard MIME format to encode attachments
in plain text Outlook messages. Users will not be able to change this configuration. If you do
not configure this policy setting, the behavior is the equivalent of setting the policy to
Disabled, but users can modify plain text options in Outlook when required by clicking
Tools, clicking Options, clicking the Mail Format tab, clicking Internet Format, and changing
the values under "Plain text options". The recommended state for this setting is: Disabled.

Rationale:

If outgoing mail is formatted in certain ways, for example if attachments are encoded in
UUENCODE format, attackers might manipulate the messages for their own purposes. If
UUENCODE formatting is used, an attacker could manipulate the encoded attachment to
bypass content filtering software. By default, Outlook 2010 automatically wraps plain text
messages at 76 characters and uses the standard MIME format to encode attachments in
plain text messages. However, these settings can be altered to allow e-mail to be read in
plain text e-mail programs that use a non-standard line length or that cannot process MIME
attachments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Format\Internet Formatting\Plain text options\: Encode attachments in
UUENCODE format

Impact:

If this setting is not configured, users can modify plain text options in Outlook 2010 when
required by clicking Tools, clicking Options, clicking the Mail Format tab, clicking Internet
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Format, and changing the values under Plain text options. If you enable this policy setting,
text is automatically wrapped in Internet e-mail messages and attachments are encoded in
UUENCODE format.

1.21 Set 'Prevent publishing to a DAV server' to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook users can publish their calendars to a DAV
server. If you enable this policy setting, Outlook users cannot publish their calendars to a
DAV server. If you disable or do not configure this policy setting, Outlook users can share
their calendars with others by publishing them to a server that supports the World Wide
Web Distributed Authoring and Versioning (WebDAV) protocol. The recommended state
for this setting is: Enabled.

Rationale:

By default, Outlook 2010 users can share their calendars with others by publishing them to
a server that supports the World Wide Web Distributed Authoring and Versioning
(WebDAV) protocol. Unlike the Microsoft Office.com Calendar Sharing Service, which
allows users to manage other people's access to their calendars, DAV access restrictions
can only be accomplished through server and folder permissions, and might require the
assistance of the server administrator to set up and maintain. If these permissions are not
managed properly, unauthorized people could access sensitive information.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\pubcalldisabl
edav

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Calendar Options\Office.com Sharing Service\Prevent publishing to
a DAV server
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Impact:

Enabling this setting will cause disruptions for Outlook 2010 users who publish their
calendar data to a DAV server. Such users will need to publish their calendar data to a
different resource, such as the Microsoft Online Calendar Sharing Service, or stop
publishing their calendar data. Users who do not publish calendar data will not be affected
by this setting.

1.22 Set 'Prevent publishing to Office.com'to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook users can publish their calendars to the
Office.com Calendar Sharing Service. If you enable this policy setting, Outlook users cannot
publish their calendars to Office.com. If you disable do not configure this policy setting,
Outlook users can share their calendars with selected others by publishing them to the
Microsoft Outlook Calendar Sharing Service. Users can control who can view their calendar
and at what level of detail. The recommended state for this setting is: Enabled.

Rationale:

By default, Outlook 2010 users can share their calendars with selected others by publishing
them to the Microsoft Office Outlook Calendar Sharing Service. Users can control who can
view their calendar and at what level of detail. If your organization has policies that govern
access to external resources such as Office.com, allowing users to publish their calendars
might enable them to violate those policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\outlook\options\pubcalldisabl
eofficeonline

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Calendar Options\Office.com Sharing Service\Prevent publishing to
Office.com

Impact:

Enabling this setting will cause disruptions for Outlook 2010 users who publish their
calendar data to Microsoft Office.com. Such users will have to publish their calendar data to
a different resource or stop publishing their calendar data. Users who do not publish
calendar data will not be affected by this setting.

1.23 Set 'Prevent users from customizing attachment security settings'
to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting prevents users from overriding the set of attachments blocked by
Outlook. If you enable this policy setting users will be prevented from overriding the set of
attachments blocked by Outlook. Outlook also checks the "Level1Remove" registry key
when this setting is specified. If you disable or do not configure this policy setting, users
will be allowed to override the set of attachments blocked by Outlook. The recommended
state for this setting is: Enabled.

Rationale:

If users are able to change the security settings for attachments they could choose less
secure values and increase the risk of unintentionally spreading malware.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\disallowattachmentcus
tomization

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Prevent
users from customizing attachment security settings

Impact:

Enabling this setting cause some users to be frustrated that they cannot customize the
attachment security settings, but in most environments this should not be a significant
issue.

1.24 Set 'Read e-mail as plain text' to 'Enabled’ (Scored)
Profile Applicability:

e Levell
Description:
This policy setting determines whether Outlook renders all e-mail messages in plain text
format for reading. Outlook can display e-mail messages and other items in three formats:
plain text, Rich Text Format (RTF), and HTML.
If you enable this policy setting, the "Read all standard mail in plain text" check box option
is selected in the "E-mail Security" section of the Trust Center and users cannot change it.
This option only changes the way e-mail messages are displayed; the original message is

not converted to plain text format.

If you disable or do not configure this policy setting, Outlook displays e-mail messages in
whatever format they were received in. The recommended state for this setting is: Enabled.

Rationale:

Outlook 2010 can display e-mail messages and other items in three formats: plain text, Rich
Text Format (RTF), and HTML. By default, Outlook displays e-mail messages in whatever
format they were received in.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\maillreadaspl
ain
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\E-mail Options\Read e-mail as plain text

Impact:

Enabling this setting forces Outlook 2010 to display all messages in plain text, which could
cause disruptions for users who receive messages in HTML or RTF formats. Inline graphics
in the messages will not display, and the text of formatted messages might become
distorted or illegible.

1.25 Set 'Read signed e-mail as plain text' to 'Enabled’ (Scored)
Profile Applicability:

e Levell
Description:

This policy setting determines whether Outlook renders all digitally signed e-mail in plain
text format for reading. Outlook can display e-mail messages and other items in three
formats: plain text, Rich Text Format (RTF), and HTML.

If you enable this policy setting, the "Read all standard mail in plain text" check box option
is selected in the "E-mail Security" section of the Trust Center and users cannot change it.
This option only changes the way e-mail messages are displayed; the original message is
not converted to plain text format.

If you disable or do not configure this policy setting, Outlook displays digitally signed e-

mail messages in the format they were received in. The recommended state for this setting
iS: Enabled.

Rationale:

Outlook 2010 can display e-mail messages and other items in three formats: plain text, Rich
Text Format (RTF), and HTML. By default, Outlook displays digitally signed e-mail
messages in the format they were received in.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\mail\readsign
edasplain

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\E-mail Options\Read signed e-mail as plain text

Impact:

Enabling this setting forces Outlook 2010 to display signed messages in plain text, which
could cause disruptions for users who receive signed messages in HTML or RTF formats.
Inline graphics in the messages will not display, and the text of formatted messages might
become distorted or illegible.

1.26 Set 'Remove file extensions blocked as Level 1'to 'Disabled’
(Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls which types of attachments (determined by file extension)
Outlook prevents from being delivered.

Outlook uses two levels of security to restrict users' access to files attached to e-mail
messages or other items. Files with specific extensions can be categorized as Level 1 (users
cannot view the file) or Level 2 (users can open the file after saving it to disk). Users can
freely open files of types that are not categorized as Level 1 or Level 2.

If you enable this policy setting, you can specify the removal of file type extensions as that
Outlook classifies as Level 1--that is, to be blocked from delivery--by entering them in the
text field provided separated by semicolons.

If you disable or do not configure this policy setting, Outlook classifies a number of
potentially harmful file types (such as those with .exe, .reg, and .vbs extensions) as Level 1
and blocks files with those extensions from being delivered. (See Attachment file types
restricted by Office 2010 at
http://officeredir.microsoft.com/r/rlidGPOutlkAdminAndUserSet20147?clid=1033 for the
full list.)
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Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy." The recommended state for this setting is: Disabled.
Rationale:

Malicious code is often spread through e-mail. Some viruses have the ability to send copies
of themselves to other people in the victim's Address Book or Contacts list, and such
potentially harmful files can affect the computers of unwary recipients.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Remove file extensions blocked as Level 1\: Removed
Extensions:

Impact:

Disabling this setting will cause any extensions that are already on the list to be ignored,
which means that Outlook 2010 will block access to them again. This configuration could
cause disruptions for users who are accustomed to sending and receiving such files.

Note You can also configure Exchange Security Form settings by enabling the "Outlook
Security Mode" setting in User Configuration\Administrative Templates\Classic
Administrative Templates (ADM)\Microsoft Office Outlook 2010\Security\Security Form
Settings\Microsoft Office Outlook 2010 Security and selecting Use Outlook Security Group
Policy from the drop-down list.

1.27 Set 'Remove file extensions blocked as Level 2' to 'Disabled’
(Scored)

Profile Applicability:

o Levell
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Description:

This policy setting controls which types of attachments (determined by file extension)
must be saved to disk before users can open them. Files with specific extensions can be
categorized as Level 1 (users cannot view the file) or Level 2 (users can open the file after
saving it to disk). Users can freely open files of types that are not categorized as Level 1 or
Level 2.

If you enable this policy setting, you can specify a list of attachment file types to classify as
Level 2, which forces users to actively decide to download the attachment to view it.

If you disable or do not configure this policy setting, Outlook does not classify any file type
extensions as Level 2.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy." The recommended state for this setting is: bisabled.

Rationale:

Malicious code is often spread through e-mail. Some viruses have the ability to send copies
of themselves to other people in the victim's Address Book or Contacts list, and such
potentially harmful files can affect the computers of unwary recipients.

Outlook 2010 uses two levels of security to restrict users' access to files attached to e-mail
messages or other items. Files with specific extensions can be categorized as Level 1 (users
cannot view the file) or Level 2 (users can open the file after saving it to disk). Users can
freely open files of types that are not categorized as Level 1 or Level 2.

By default, Outlook classifies a number of potentially harmful file types as Level 1. (See
Attachment file types restricted by Outlook 2010 for the complete list.) Outlook does not
classify any file types as Level 2 by default, so this setting is not particularly useful in
isolation. Typically, if there are extensions on the Level 2 list they would have been added
by using the "Add file extensions to block as Level 2" setting, through which they can be
removed.

The combined lists of blocked and restricted file extensions that Outlook uses are actually
built by combining various policies together. If a machine policy classifies an extension as
Level 2, this setting could be used to remove the extension from the list in some situations.
As with Level 1 extensions, though, removing restrictions on potentially dangerous
extensions can make it easier for users to open dangerous files, which can significantly
reduce security.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Remove file extensions blocked as Level 2\: Removed
Extensions:

Impact:

Disabling this setting enforces the default configuration, and is therefore unlikely to cause
usability issues for most users.

1.28 Set 'Restrict upload method' to 'Enabled’ (Scored)
Profile Applicability:

e Levell
Description:

This policy setting controls whether Outlook can automatically upload calendar updates to
Office.com.

If you enable this policy setting, Outlook enforces the "Single Upload: Updates will not be
uploaded from the Published Calendar Settings dialog" option, and calendar updates are
not uploaded. Users will not be able to change this setting.

If you disable this policy setting Outlook automatically publishes calendar updates to
Office.com at regular intervals and users will not be able to change this.

If you do not configure this policy setting, when users publish their calendar to Office.com
using the Microsoft Outlook Calendar Sharing Service, Outlook updates the calendars
online at regular intervals unless they click "Advanced" and select "Single Upload: Updates
will not be uploaded from the Published Calendar Settings dialog". The recommended state
for this setting is: Enabled.

Rationale:

By default, when users publish their calendar to Microsoft Office.com using the Microsoft
Office Outlook Calendar Sharing Service, Outlook 2010 updates the calendars online at
regular intervals unless they click Advanced and select Single Upload: Updates will not be
uploaded from the Published Calendar Settings dialog box. If your organization has policies
that govern the use of external resources such as Microsoft Office.com, allowing Outlook to
publish calendar updates automatically might violate those policies.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\pubcallsingle
uploadonly

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Calendar Options\Office.com Sharing Service\Restrict upload method

Impact:

Enabling this setting could cause disruptions for users who publish their calendars to the
Microsoft Office Outlook Calendar Sharing Service. These users will have to use the Single
Upload option to manually update their calendars. If users do not publish regularly, their
online calendars could become significantly out of date.

1.29 Set 'Security Level' to 'Enabled:Never warn, disable all' (Scored)
Profile Applicability:

e Levell
Description:
This policy setting controls the security level for macros in Outlook.

If you enable this policy setting, you can choose from four options for handling macros in
Outlook:

e Always warn. This option corresponds to the "Warnings for all macros" option in the
"Macro Security" section of the Outlook Trust Center. Outlook disables all macros
that are not opened from a trusted location, even if the macros are signed by a
trusted publisher. For each disabled macro, Outlook displays a security alert dialog
box with information about the macro and its digital signature (if present), and
allows users to enable the macro or leave it disabled.

e Never warn, disable all. This option corresponds to the "No warnings and disable all
macros" option in the Trust Center. Outlook disables all macros that are not opened
from trusted locations, and does not notify users.
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e Warning for signed, disable unsigned. This option corresponds to the "Warnings for
signed macros; all unsigned macros are disabled" option in the Trust Center.
Outlook handles macros as follows:

o Ifamacro is digitally signed by a trusted publisher, the macro can run if the
user has already trusted the publisher.

o Ifamacro has a valid signature from a publisher that the user has not
trusted, the security alert dialog box for the macro lets the user choose
whether to enable the macro for the current session, disable the macro for
the current session, or to add the publisher to the Trusted Publishers list so
that it will run without prompting the user in the future.

o Ifamacro does not have a valid signature, Outlook disables it without
prompting the user, unless it is opened from a trusted location.

This option is the default configuration in Outlook.

e No security check. This option corresponds to the "No security check for macros
(Not recommended)"” option in the Trust Center. Outlook runs all macros without
prompting users. This configuration makes users' computers vulnerable to
potentially malicious code and is not recommended.

If you disable or do not configure this policy setting, the behavior is the equivalent of
Enabled -- Warning for signed, disable unsigned. The recommended state for this setting is:

Enabled:Never warn, disable all.
Rationale:

To protect users from dangerous code, the Outlook 2010 default configuration disables all
macros that are not trusted, including unsigned macros, macros with expired or invalid
signatures, and macros with valid signatures from publishers who are not on users'
Trusted Publishers lists. The default configuration also allows macros that are signed by
trusted publishers to run automatically without notifying users, which could allow
dangerous code to run.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Trust
Center\Security setting for macros\Security setting for macros

Then set the security Level option to Never warn, disable all.
Impact:

Configuring this setting to "Never warn, disable all" will cause Outlook 2010 users to lose
the benefits of any functionality provided by macros. Users who wish to benefit from
macros can install the macros in a trusted location, unless Disable all trusted locations is
set to Enabled.

1.30 Set 'Synchronize Outlook RSS Feeds with Common Feed List' to
'‘Disabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook subscribes to the Common Feed List, which is
made available to multiple RSS clients. The Common Feed List is a hierarchical set of RSS
Feeds to which clients such as Outlook, the Feeds list in Internet Explorer 7, and the Feed
Headlines Sidebar gadget in Windows Vista can subscribe. If you enable this policy setting,
Outlook automatically subscribes to RSS Feeds added in Internet Explorer, and Outlook RSS
Feeds are synchronized with the Common Feed List so they are available in Internet
Explorer. Be aware that third-party applications besides Internet Explorer can add RSS
Feeds to the Common Feed List, and if you enable this setting Outlook automatically
subscribes to those RSS Feeds as well. If you disable or do not configure this policy setting,
Outlook maintains its own list of RSS Feeds and does not automatically subscribe to RSS
Feeds that are added to the Common Feed List. The recommended state for this setting is:
Disabled.

Rationale:

The Common Feed list is a hierarchical set of RSS feeds to which clients such as Outlook
2010, the Feeds list in Internet Explorer 7, and the Feed Headlines Sidebar gadget in
Windows Vista can subscribe. If Outlook subscribes to a very large feed list, performance
and availability can be affected, especially if Outlook is configured to download full RSS
message bodies or if the feed list is not AutoArchived regularly. By default, Outlook
maintains its own list of feeds and does not automatically subscribe to RSS feeds that are
added to the Common Feed List.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\outlook\options\rss\synctosys
cfl

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\RSS Feeds\Synchronize Outlook RSS Feeds with Common Feed List

Impact:

Disabling this setting can cause disruptions for users who are accustomed to accessing the
Common Feed List in Outlook. Users will still have access to the Common Feed List through
Internet Explorer 7 and other client programs. Disabling this setting does not prevent users
from maintaining a separate RSS Feeds subscriptions list in Outlook 2010.

1.31 Set 'Turn off Data Execution Prevention' to 'Disabled' (Scored)
Profile Applicability:

e Levell

Description:

This policy setting allows you to turn on and off Data Execution Prevention (DEP) for
Outlook. DEP is a set of hardware and software technologies that perform additional checks
on memory to help prevent malicious code from running on a system. The primary benefit
of DEP is to help prevent code execution from data pages. If you enable this policy setting,
you will turn off DEP for Outlook. If you disable or do not configure this policy setting, you
will turn on DEP for Outlook. The recommended state for this setting is: pisabled.

Rationale:

Enabling this setting turns off Data Execution Prevention (DEP) for Access 2010. As a
result, malicious code that takes advantage of code injection or buffer overflow
vulnerabilities could exploit the computer.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\enabledep

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Trust
Center\Turn off Data Execution Prevention

Impact:

With DEP enabled, every time memory is accessed, the location is checked to ensure that
any code that executes does so in a code area and not a data area of memory. The extra
checks incur a small overhead because DEP is supported at the hardware level by all recent
Intel and AMD processors. Note DEP may cause compatibility issues with some older
applications.

1.32 Set 'Use the following format for e-mail messages:' to
'Enabled:Plain Text' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls the default message format in Outlook. If you do not configure
this policy setting, new e-mail messages in Outlook are formatted as HTML. If you enable
this policy setting, you can set the default e-mail format in Outlook to HTML, Rich Text, or
plain text. Users can choose a format other than the default when composing messages. If
you disable this policy setting, Outlook uses HTML as the default e-mail format and users
will not be able to change it. If you do not configure this policy setting, Outlook uses HTML
as the default e-mail format, but users can choose a format other than the default when
composing messages. The recommended state for this setting is: Enabled:Plain Text.
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Rationale:

By default, new e-mail messages in Outlook 2010 are formatted as HTML. If users send
messages to recipients who run e-mail programs that cannot display HTML messages
properly, sending messages in this format can cause information to be lost.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Format\Internet Formatting\Message Format\Set message format\Set message
format

Then set the Use the following format for e-mail messages: optionto Plain Text.
Impact:

Enabling this setting does not prevent Outlook 2010 users from choosing a different format
than the default, and is therefore unlikely to cause significant usability issues for most
users.

1.33 Set 'Use this format:' to 'Enabled:Convert to Plain Text format'
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls how Outlook sends Rich Text Format (RTF) messages to
Internet recipients. If you enable this policy setting, you may choose from the following for
handling RTF messages addressed to recipients on the Internet: * Convert to Plain Text
format - Outlook converts the message to plain text format in the default character set. Any
message formatting will be lost. If you disable or do not configure this policy setting,
Outlook automatically converts RTF formatted messages that are sent over the Internet to
HTML format, so that the message formatting is maintained and attachments are received.
The recommended state for this setting is: Enabled:Convert to Plain Text format.
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Rationale:

Outlook 2010 users can choose to compose messages in HTML, Rich Text, or plain text
formats. For composing formatted messages, Microsoft recommends the widely-used
HTML format but Rich Text Format (RTF) can also be used when sending messages within
an organization that uses Microsoft Exchange. By default, Outlook automatically converts
RTF formatted messages that are sent over the Internet to HTML format, so that the
message formatting is maintained and attachments are received. If this configuration is
changed, recipients might not be able to read messages, or might not receive them with the
proper formatting and attachments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Format\Internet Formatting\Outlook Rich Text options\Outlook Rich Text
options

Then set the Use this format: optionto Convert to Plain Text format.
Impact:

If you configure this setting to "Convert to Plain Text format" Outlook will remove any
formatting applied to RTF messages when sent to recipients over the Internet. Users who
compose messages in HTML or plain text format will not be affected by this setting.

1.34 Set 'Use Unicode format when dragging e-mail message to file
system' to 'Disabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether e-mail messages dragged from Outlook to the file
system are saved in Unicode or ANSI format. If you enable this policy setting, when users
drag an e-mail message from Outlook to the file system, Outlook uses the Unicode character
encoding standard to create the message file, which preserves special characters in the
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message. If you disable or do not configure this policy setting, when users drag an e-mail
message from Outlook to the file system, the message file created is in ANSI format. The
recommended state for this setting is: bisabled.

Rationale:

By default, when users drag e-mail messages from Outlook 2010 to a Windows Explorer
window or to their Desktop, Outlook creates a .msg file using the native character encoding
format for the configured locale (the so-called "ANSI" format). If this setting is Enabled,
Outlook uses the Unicode character encoding standard to create the message file, which
preserves special characters in the message. However, Unicode text is vulnerable to
homograph attacks, in which characters are replaced by different but similar-looking
characters. For example, the Cyrillic letter ? (U+0430) appears identical to the Latin letter a
(U+0061) in many typefaces, but is actually a different character. Homographs can be used
in "phishing" attacks to convince victims to visit fraudulent Web sites and enter sensitive
information.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\general\msgfo
rmat

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Other\Advanced\Use Unicode format when dragging e-mail message to file system

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause significant usability issues for most users.

1.35 Set 'When executing a custom action:' to 'Enabled:Automatically
Deny' (Scored)

Profile Applicability:

e Levell
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Description:

This policy setting controls whether Outlook prompts users before executing a custom
action. Custom actions add functionality to Outlook that can be triggered as part of a rule.
Among other possible features, custom actions can be created that reply to messages in
ways that circumvent the Outlook model's programmatic send protections.

If you enable this policy setting, you can choose from four options to control how Outlook
functions when a custom action is executed that uses the Outlook object model:

e Prompt User

e Automatically Approve

e Automatically Deny

e Prompt user based on computer security. This option enforces the default
configuration in Outlook.

If you disable or do not configure this policy setting, when Outlook or another program
initiates a custom action using the Outlook object model, users are prompted to allow or
reject the action. If this configuration is changed, malicious code can use the Outlook object
model to compromise sensitive information or otherwise cause data and computing
resources to be at risk. This is the equivalent of choosing Enabled -- Prompt user based on
computer security. The recommended state for this setting is: Enabled:Automatically
Deny.

Rationale:

Custom actions add functionality to Outlook 2010 that can be triggered as part of a rule.
Among other possible features, custom actions can be created that reply to messages in
ways that circumvent the Outlook model's programmatic send protections.

By default, when Outlook or another program initiates a custom action using the Outlook
object model, users are prompted to allow or reject the action. If this configuration is
changed, malicious code can use the Outlook object model to compromise sensitive
information or otherwise cause data and computing resources to be at risk.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Custom Form Security\Set Outlook object model custom actions execution
prompt\Set Outlook object model custom actions execution prompt

Then set the when executing a custom action: optionto Automatically Deny.
Impact:

Configuring this setting to "Automatically Deny" prevents Outlook 2010 from executing any
custom actions that use the Outlook object model. If your users rely on any such actions,
you may have to find alternate methods for providing this functionality.

2 Cryptography, Certificates and Protocols

2.1 Set 'Retrieving CRLs (Certificate Revocation Lists):' to 'Enabled:When
online always retrieve the CRL' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls how Outlook retrieves Certificate Revocation Lists to verify the
validity of certificates. Certificate revocation lists (CRLs) are lists of digital certificates that
have been revoked by their controlling certificate authorities (CAs), typically because the
certificates were issued improperly or their associated private keys were compromised.

If you enable this policy setting, you can choose from three options to govern how Outlook
uses CRLs:

e Use system Default. Outlook relies on the CRL download schedule that is configured
for the operating system.

e When online always retrieve the CRL. This option is the default configuration in
Outlook.

e Never retrieve the CRL. Outlook will not attempt to download the CRL for a
certificate, even if it is online. This option can reduce security.

If you disable or do not configure this policy setting, when Outlook handles a certificate
that includes a URL from which a CRL can be downloaded, Outlook will retrieve the CRL
from the provided URL if Outlook is online. The recommended state for this setting is:

Enabled:When online always retrieve the CRL
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Rationale:

Certificate revocation lists (CRLs) are lists of digital certificates that have been revoked by
their controlling certificate authorities (CAs), typically because the certificates were issued
improperly or their associated private keys were compromised.

By default, when Outlook 2010 handles a certificate that includes a URL from which a CRL
can be downloaded, Outlook will retrieve the CRL from the provided URL if Outlook is
online. If this configuration is changed, Outlook might improperly trust a revoked
certificate, which could put users' computers and data at risk.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Status dialog box\Retrieving CRLs (Certificate
Revocation Lists)\Retrieving CRLs (Certificate Revocation Lists)

Thensetthe . . . optiontowhen online always retrieve the CRL.
Impact:

The recommended setting enforces the default configuration in Outlook 2010, and
therefore is unlikely to cause significant usability issues for most users.

2.2 Set 'Behavior for handling S/MIME messages:' to 'Enabled:Handle
internally' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook decodes encrypted messages itself or passes
them to an external program for processing. If you enable this policy setting, you can
choose from three options for configuring external S/MIME clients: - Handle internally.

57| Page




Outlook decrypts all S/MIME messages itself. - Handle externally. Outlook hands all
S/MIME messages off to the configured external program. - Handle if possible. Outlook
attempts to decrypt all S/MIME messages itself. If it cannot decrypt a message, Outlook
hands the message off to the configured external program. This option is the default
configuration. If you disable or do not configure this policy setting, the behavior is the
equivalent of selecting Enabled Handle if possible. The recommended state for this setting
iS: Enabled:Handle internally

Rationale:

In some situations, administrators might wish to use an external program, such as an add-
in, to handle S/MIME message decryption. If your organization works with encrypted
messages that the decryption functionality in Outlook 2010 cannot handle appropriately,
this setting can be used to configure Outlook to hand S/MIME messages off to an external
program for decryption. If no external program has been authorized, however,
misconfiguring this setting could allow unauthorized and potentially dangerous programs
to handle encrypted messages, which could compromise security.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\S/MIME interoperability with external clients:\S/MIME
interoperability with external clients:

Then set the Behavior for handling S/MIME messages: option to Handle internally.
Impact:

The recommended configuration for this setting is "Handle internally," which enforces the
default configuration in Outlook 2010 and is therefore unlikely to cause usability issues for
most users. If you have a designated external program that you would like to use for
handling S/MIME messages, you will need to select one of the other two options from the
drop-down menu.
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2.3 Set 'Do not allow signatures for e-mail messages' to 'Disabled’
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting allows you to prevent Outlook users from adding signatures to e-mails
they create, reply to, or forward. If you enable this policy setting, Outlook users cannot
manually add signatures to e-mails they create, reply to, or forward, nor will they be able to
configure automatic signatures. If you disable or do not configure this policy setting,
Outlook 2010 users can add signatures to e-mail messages either manually or
automatically. The recommended state for this setting is: bisabled.

Rationale:

By default, Outlook 2010 users can create and use signatures in e-mail messages. Users can
add signatures to messages manually, and can also configure Outlook to automatically
append signatures to new messages, to replies and forwards, or to all three. Signatures
typically include details such as the user's name, title, phone numbers, and office location. If
your organization has policies that govern the distribution of this kind of information,

using signatures might cause some users to inadvertently violate these policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\mailsettings\disablesi
gnatures

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Format\Do not allow signatures for e-mail messages

Impact:

The recommended settings do not change the default configuration of Outlook 2010, and
therefore should not affect usability.
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2.4 Set 'Do not automatically sign replies' to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting allows you to specify whether replies will be automatically signed. If you
enable this policy setting, the option to respond automatically to a signed message with a
signed response will be overridden, and an unsigned response will be the default reply to a
signed message. If you disable or do not configure this policy setting, a signed response will
be the default reply to a signed message. The recommended state for this setting is:
Enabled.

Rationale:

If digital signatures are automatically applied to all outbound messages its likely that some
recipients will be unable to verify the signatures. This is due to the fact that most
organizations will deploy digital certificates to users from their own internal Certification
Authority (CA), which external users cannot access. Recipients of signed messages who are
unable to confirm the validity of those signatures may feel unsafe viewing legitimate
messages.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\nosignonrepl
Yy

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Do not
automatically sign replies

Impact:

This setting enforces the default configuration, and therefore is unlikely to cause significant
usability issues for most users.
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2.5 Set 'Do not check e-mail address against address of certificates
being used' to 'Disabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook verifies the user's e-mail address with the
address associated with the certificate used for signing. If you enable this policy setting,
users can send messages signed with certificates that do not match their e-mail addresses.
If you disable or do not configure this policy setting, Outlook verifies that the user's e-mail
address matches the certificate being used for signing. The recommended state for this
setting is: Disabled.

Rationale:

By default, when a user digitally signs a message, Outlook 2010 compares the user's e-mail
address with the certificate used for signing. The user's e-mail address must appear in
either the Subject field or the Subject Alternative Name field of the certificate, or Outlook
will not allow the user to sign the message with that certificate. If this configuration is
changed, users can send messages signed with certificates that do not match their e-mail
addresses, which could cause problems when the recipient attempts to read the message or
verify the signature.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\supressnamec
hecks

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Do not check e-mail address against address of certificates
being used
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Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause usability issues for most users.

2.6 Set 'Do not display 'Publish to GAL' button'to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook users can publish e-mail certificates to the
Global Address List (GAL). If you enable this policy setting, the "Publish to GAL" button
does not display in the "E-mail Security" section of the Trust Center. If you disable or do not
configure this policy setting, Outlook users can publish their e-mail certificates to the GAL
through the "E-mail Security” section of the Trust Center. The recommended state for this
setting is: Enabled.

Rationale:

By default, Outlook 2010 users can publish their e-mail certificates to the GAL through the
E-mail Security section of the Trust Center. If your organization has policies that govern the
use of digital certificates for signing and encrypting e-mail messages, allowing users to
publish certificates might violate those policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\publishtogal
disabled

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Do not display 'Publish to GAL' button
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Impact:

Enabling this setting prevents Outlook 2010 users from publishing their e-mail certificates
to the GAL. Users who need to publish a new or updated certificate will have to contact an
administrator.

2.7 Set 'Do not provide Continue option on Encryption warning dialog
boxes' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This setting controls whether Outlook users are allowed to send e-mail messages after they
see an encryption warning. If you enable this policy setting, encryption warning dialog
boxes do not contain a Continue button, which means that users must cancel the sending
operation entirely. If you disable or do not configure this policy setting, if Outlook users see
an encryption-related dialog box when attempting to send a message, they can choose to
dismiss the warning and send the message anyway. The recommended state for this setting
1S: Enabled.

Rationale:

By default, if Outlook 2010 users see an encryption-related dialog box when attempting to
send a message, they can choose to dismiss the warning and send the message anyway. If
users send messages after seeing an encryption error, it is likely that recipients will not be
able to read them.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\disableconti
nueencryption

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Do not provide Continue option on Encryption warning dialog
boxes

Impact:

Enabling this setting can cause disruptions if Outlook 2010 users attempt to send messages
with encryption errors, although the errors themselves would likely cause disruptions in
most cases if the messages were allowed to be sent.

2.8 Set 'Enable RPC encryption' to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Outlook uses remote procedure call (RPC) encryption
to communicate with Microsoft Exchange servers. If you enable this policy setting, Outlook
uses RPC encryption when communicating with an Exchange server. Note - RPC encryption
only encrypts the data from the Outlook client computer to the Exchange server. It does not
encrypt the messages themselves as they traverse the Internet. If you disable or do not
configure this policy setting, RPC encryption is still used by default. This setting allows you
to override the corresponding per-profile setting. The recommended state for this setting
1S: Enabled.

Rationale:

By default, the remote procedure call (RPC) communication channel between an Outlook
2010 client computer and an Exchange server is not encrypted. If a malicious person is able
to eavesdrop on the network traffic between Outlook and the server, they might be able to
access confidential information.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\rpc\enablerpcencrypti
on

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Exchange\Enable RPC encryption

Impact:

Enabling this setting should not have any significant effect on users. However, there is
always a trade-off between secure communication and performance, so you should
evaluate the performance impact of encrypting every connection from the Outlook 2010
client computer and the Exchange server.

2.9 Set 'Enter the Secure Folder path' to 'Disabled' (Scored)
Profile Applicability:

e Levell

Description:

This policy setting allows you to specify a folder path for the Secure Temporary Files folder
rather than using the one that is randomly generated by Outlook. If you enable this policy
setting, you can specify a folder path for the Security Temporary Files folder rather than
using the one that is randomly generated by Outlook. If you disable or do not configure this
policy setting, Outlook will assign the Secure Temporary Files folder a different random
name for each user. Important - If you must use a specific folder for Outlook attachments, it
is recommended that you use a local directory (for best performance), that you place the
folder under the Temporary Internet Files folder (to benefit from the enhanced security on
that folder), and that the folder name is unique and difficult to guess. The recommended
state for this setting is: Disabled.

Rationale:

The Secure Temporary Files folder is used to store attachments when they are opened in e-
mail. By default, Outlook 2010 generates a random name for the Secure Temporary Files
folder and saves it in the Temporary Internet Files folder. You can use this setting to
designate a specific path and folder to use as the Secure Temporary Files folder. This
configuration is not recommended, because it means that all users will have temporary
Outlook files in the same predictable location, which is not as secure. If the name of this
folder is well known, a malicious user or malicious code might target this location to try
and gain access to attachments.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Status dialog box\Attachment Secure Temporary
Folder\: Enter the Secure Folder path

Impact:

Disabling this setting enforces the default configuration of Outlook 2010, and therefore is
unlikely to cause usability issues for most users. Important If you must use a specific folder
for Outlook attachments, it is recommended that you use a local directory (for best
performance), that you place the folder under the Temporary Internet Files folder (to
benefit from the enhanced security on that folder), and that the folder name is unique and
difficult to guess.

2.10 Set 'Handle messages with S/MIME receipt requests in the
following manner:' to 'Enabled:Never send S/MIME receipts' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls how Outlook handles S/MIME receipt requests. If you enable
this policy setting, you can choose from four options for handling S/MIME receipt requests
in Outlook: - Open message if receipt can't be sent - Don't open message if receipt can't be
sent - Always prompt before sending receipt - Never send S/MIME receipts If you disable or
do not configure this policy setting, when users open messages with attached receipt
requests, Outlook prompts them to decide whether to send a receipt to the sender with
information about the identity of the user who opened the message and the time it was
opened. If Outlook cannot send the receipt, the user is still allowed to open the message.
The recommended state for this setting is: Enabled:Never send S/MIME receipts.

Rationale:

Incoming signed or encrypted messages might include S/MIME receipt requests. S/MIME
receipts provide confirmation that messages are received unaltered, and can include
information about who opened the message and when it was opened. By default, when
users open messages with attached receipt requests, Outlook 2010 prompts them to decide
whether to send a receipt to the sender with information about the identity of the user who
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opened the message and the time it was opened. If Outlook cannot send the receipt, the
user is still allowed to open the message. In some situations, allowing Outlook to
automatically send receipt requests could cause sensitive information to be divulged to
unauthorized people.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\S/MIME receipt requests behavior\S/MIME receipt requests
behavior

Then set the Handle messages with S/MIME receipt requests in the following
manner: Option to Never send S/MIME receipts.

Impact:

Configuring this setting to "Never send S/MIME receipts" does not affect users' ability to
open and read e-mail messages. However, people who send messages with attached receipt
requests to users affected by this setting will not receive the requested S/MIME receipts,
which could cause confusion. Consider educating users about this setting so that they can
advise e-mail correspondents to not expect any receipts they request.

2.11 Set 'Indicate a missing CRL as a(n):' to 'Enabled:Error' (Scored)
Profile Applicability:

e Levell
Description:

This policy setting controls whether Outlook considers a missing certificate revocation list
(CRL) a warning or an error. Digital certificates contain an attribute that shows where the
corresponding CRL is located. CRLs contain lists of digital certificates that have been
revoked by their controlling certification authorities (CAs), typically because the
certificates were issued improperly or their associated private keys were compromised. If a
CRL is missing or unavailable, Outlook cannot determine whether a certificate has been
revoked. Therefore, an improperly issued certificate or one that has been compromised
might be used to gain access to data.
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If you enable this policy setting, you can choose between two options that determine how
Outlook functions when a CRL is missing:

e Warning. This option is the default configuration in Outlook and ensures that
Outlook displays a warning message when a CRL is missing.

e Error. This option ensures that Outlook displays an error message when a CRL is
missing.

If you disable or do not configure this policy setting, Outlook displays a warning message
when a CRL is not available. The recommended state for this setting is: Enabled:Error.

Rationale:

Digital certificates contain an attribute that shows where the corresponding CRL is located.
CRLs contain lists of digital certificates that have been revoked by their controlling
certification authorities (CAs), typically because the certificates were issued improperly or
their associated private keys were compromised.

If a CRL is missing or unavailable, Outlook 2010 cannot determine whether a certificate has
been revoked. Therefore, an improperly issued certificate or one that has been
compromised might be used to gain access to data.

By default, Outlook displays a warning message when a CRL is not available.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Status dialog box\Missing CRLs\Missing CRLs

Then set the Indicate a missing CRL as a(n): option to Error.
Impact:
Enabling this setting and choosing "Error" from the drop-down list will prevent Outlook

2010 users from using certificates when the appropriate CRL is not available to verify
them, which could increase desktop support requests.
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2.12 Set 'Indicate a missing root certificate as a(n):' to
'Enabled:Warning' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls how Outlook functions when a root certificate is missing. If you
enable this policy setting, you can choose from three options that determine how Outlook
functions when a CRL is missing. - Neither Error nor Warning. This option displays neither
an error nor a warning, and enforces the default configuration in Outlook. - Warning. This
option ensures that Outlook displays a warning message when a CRL is missing. - Error.
This option ensures that Outlook displays an error message when a CRL is missing. If you
disable or do not configure this policy setting, users are not prompted with a warning or an
error when a root certificate cannot be located. The recommended state for this setting is:
Enabled:Warning.

Rationale:

When Outlook 2010 accesses a certificate, it validates that it can trust the certificate by
examining the root certificate of the issuing CA. If the root certificate can be trusted, then
certificates issued by the CA can also be trusted. If Outlook cannot find the root certificate,
it cannot validate that any certificates issued by that CA can be trusted. An attacker may
compromise a root certificate and then remove the certificate in an attempt to conceal the
attack. By default, users are not prompted with a warning or an error when a root
certificate cannot be located.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Status dialog box\Missing root
certificates\Missing root certificates

Then set the Indicate a missing root certificate as a(n) : option to warning
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Impact:

Enabling this setting will prevent Outlook 2010 users from using certificates when the
appropriate root certificate is not available to verify them, which could increase desktop
support requests.

2.13 Set 'Minimum key size (in bits):' to 'Enabled:168' (Scored)
Profile Applicability:

e Levell

Description:

This policy setting allows you to set the minimum key length for an encrypted e-mail
message. If you enable this policy setting, you may set the minimum key length for an
encrypted e-mail message. Outlook will display a warning dialog if the user tries to send a
message using an encryption key that is below the minimum encryption key value set. The
user can still choose to ignore the warning and send using the encryption key originally
chosen. If you disable or do not configure this policy setting, a dialog warning will be shown
to the user if the user attempts to send a message using encryption. The user can still
choose to ignore the warning and send using the encryption key originally chosen. The
recommended state for this setting is: Enabled:168.

Rationale:

Cryptographic keys are used to encrypt and decrypt messages for transmission through
unsecured channels. Key sizes are measured in bits, with larger keys generally less
vulnerable to attack than smaller ones. 40-bit and 56-bit keys were common in the past,
but as computers have become faster and more powerful these smaller key sizes have
become vulnerable to brute-force attacks in which the attacking computer rapidly runs
through every possible key combination until it successfully decrypts the message. The
Advanced Encryption Standard (AES) published by the United States government requires
a minimum key size of 128 bits for symmetric encryption, which offers significantly more
protection against brute-force attack than smaller key sizes.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Minimum encryption settings\Minimum encryption settings

Then set the Minimum key size (in bits): optionto 168.
Impact:

Users who see the minimum encryption warning display can still choose to send the
message with the selected key, so enabling this setting is unlikely to cause significant
disruptions. 128-bit encryption has been widely implemented for several years. Therefore,
enabling this setting is unlikely to cause any usability issues for users.

2.14 Set 'Promote Level 2 errors as errors, not warnings' to '‘Disabled’
(Scored)

Profile Applicability:
e Levell
Description:

This policy setting allows you to treat Level 2 errors as warnings instead of errors. Level 2
errors occur when the message signature appears to be valid, but there are other issues
with the signature.

If you enable this policy setting, Level 2 errors will be treated as warnings.
If you disable or do not configure this policy setting, Level 2 errors will be treated as errors

When you specify a value for PromoteErrorsAsWarnings, note that potential Level 2 error
conditions include the following:

e Unknown Signature Algorithm

e No Signing Certification Found

o Bad Attribute Sets

e No Issuer Certificate found

e No CRL Found

e Out-of-date CRL

e Root Trust Problem

e Out-of-date CTL The recommended state for this setting is: Disabled.
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Rationale:

Cryptographic errors in Outlook are classified as Level 1 (serious errors) or Level 2 (not as
serious). By default, Outlook generates a warning, rather than an error, when a level 2
condition occurs: the certificate that generated the warning is treated as valid, and the user
is not informed of the problem unless he or she opens the Signature Details dialog box and
examines the certificate. Potential level 2 conditions include the following:

e Unknown Signature Algorithm
e No Signing Certification Found
o Bad Attribute Sets

e No Issuer Cert found

e No CRL Found

e Outof Date CRL

¢ Root Trust Problem

e Outof Date CRT

In some cases, treating level 2 conditions as warnings can cause users to overlook
potentially significant signature problems.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\promoteerror
saswarnings

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Status dialog box\Promote Level 2 errors as
errors, not warnings

Impact:
Disabling this setting can cause disruptions for users who work with digital certificates in

Outlook. These users may experience an increased number of errors that prevent them
from working effectively with e-mail, which could increase desktop support requests.
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2.15 Set 'Send all signed messages as clear signed messages' to
'‘Enabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook sends signed messages as clear text signed
messages. [f you enable this policy setting, the "Send clear text signed message when
sending signed messages" option is selected in the E-mail Security section of the Trust
Center. If you disable or do not configure this policy setting, when users sign e-mail
messages with their digital signature and send them, Outlook uses the signature's private
key to encrypt the digital signature but sends the messages as clear text, unless they are
encrypted separately. The recommended state for this setting is: Enabled.

Rationale:

By default, when users sign e-mail messages with their digital signature and send them,
Outlook 2010 uses the signature's private key to encrypt the digital signature but sends the
messages as clear text, unless they are encrypted separately. If users change this
functionality by clearing the Send clear text signed message when sending signed messages
option in the E-mail Security section of the Trust Center, any recipients who are unable to
access or use the sender's digital certificate will not be able to read the e-mail messages.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\clearsign

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Send all signed messages as clear signed messages

Impact:

Enabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause usability issues for most users.
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2.16 Set 'Signature Warning' to 'Enabled:Always warn about invalid
signatures' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls how Outlook warns users about messages with invalid digital
signatures. If you enable this policy setting, you can choose from three options for
controlling how Outlook users are warned about invalid signatures: - Let user decide if they
want to be warned. This option enforces the default configuration. - Always warn about
invalid signatures. - Never warn about invalid signatures. If you disable or do not configure
this policy setting, if users open e-mail messages that include invalid digital signatures,
Outlook displays a warning dialog. Users can decide whether they want to be warned about
invalid signatures in the future. The recommended state for this setting is: Enabled:Always

warn about invalid signatures.
Rationale:

By default, if users open e-mail messages that include invalid digital signatures, Outlook
2010 displays a warning dialog box. Users can decide whether they want to be warned
about invalid signatures in the future. If users are not notified about invalid signatures,
they might be prevented from detecting a fraudulent signature sent by a malicious person.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Signature Warning\Signature Warning

Then set the signature Warning option to Always warn about invalid signatures.
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Impact:

Enabling this setting could cause some disruptions for Outlook 2010 users who receive a
lot of messages signed with invalid signatures. These users will see a warning dialog box
every time they open such a message.

2.17 Set 'Support the following message formats:' to 'Enabled:S/MIME
and Fortezza' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls which message encryption formats Outlook can use. Outlook
supports three formats for encrypting and signing messages: S/MIME, Exchange, and
Fortezza.

If you enable this policy setting, you can specify whether Outlook can use S/MIME (the
default), Exchange, or Fortezza encryption, or any combination of any of these options.
Users will not be able to change this configuration.

If you disable or do not configure this policy setting, Outlook only uses S/MIME to encrypt
and sign messages. If you disable this policy setting, users will not be able to change this
configuration. The recommended state for this setting is: Enabled:S/MIME and Fortezza.

Rationale:

E-mail typically travels over open networks and is passed from server to server. Messages
are therefore vulnerable to interception, and attackers might read or alter their contents. It
is therefore important to have a mechanism for signing messages and providing end-to-end
encryption.

Outlook 2010 supports three formats for encrypting and signing messages: S/MIME,
Exchange, and Fortezza. By default, Outlook only uses S/MIME to encrypt and sign
messages. If your organization has policies that mandate the use of specific encryption
formats, allowing users to choose freely between these formats could cause them to violate
such policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook
2010\Security\Cryptography\Message Formats\Message Formats

Then set the support the following message formats: optionto S/MIME and Fortezza.
Impact:

Enabling this setting and selecting "S/MIME, Exchange, and Fortezza" from the drop-down
list adds support for Fortezza, a hardware based encryption standard created by the
National Security Agency (NSA), a division of the United States Department of Defense. If
your organization uses Fortezza, you will have to use this setting to add support for
Fortezza to Outlook. The recommended SSLF configuration does not eliminate support for
S/MIME, so implementing this recommendation should not affect users who need access to
the S/MIME encryption and signing functionality in Outlook 2010.

2.18 Set 'Suppress external signature services menu item' to 'Enabled’
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook displays the "Add Signature Services" menu
item. If you enable this policy setting, Outlook does not display the "Add Signature
Services" menu item on the Signature Line drop-down menu. If you disable or do not
configure this policy setting, users can select "Add Signature Services" (from the Signature
Line drop-down menu on the Insert tab of the Ribbon in Excel, PowerPoint, and Word) to
see a list of signature service providers on Office.com. The recommended state for this
setting is: Enabled.

Rationale:

By default, users can select Add Signature Services (from the Signature Line drop-down
menu on the Insert tab of the Ribbon in Excel 2010, PowerPoint 2010, and Word 2010) to
see a list of signature service providers on the Microsoft Office Web site. If your
organization has policies that govern the use of external resources such as signature
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providers or Office Marketplace, allowing users to access the Add Signature Services menu
item might enable them to violate those policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\signatures\suppressext
signingsvcs

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Signing\Suppress
external signature services menu item

Impact:

Enabling this setting prevents users from adding a signature service from Microsoft
Office.com, but should not otherwise cause significant usability issues for most users.

3 Identity and Authentication

3.1 Set 'Automatically configure profile based on Active Directory
Primary SMTP address' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether users who are joined to a domain in an Active
Directory environment can change the primary SMTP address used when setting up
accounts in Outlook. If you enable this policy setting, users cannot change the SMTP
settings Outlook retrieves from Active Directory when setting up a new account. If you
disable or do not configure this policy setting, if a user is joined to a domain in an Active
Directory environment and does not have an e-mail account configured, Outlook populates
the e-mail address field of the New Account Wizard with the primary SMTP address of the
user who is currently logged on to Active Directory. The user can change the address to

77 |Page




configure a different account, or click Next to use the default settings from Active Directory.
The recommended state for this setting is: Enabled.

Rationale:

By default, if a user is joined to a domain in an Active Directory environment and does not
have an e-mail account configured, Outlook 2010 populates the e-mail address field of the
New Account Wizard with the primary SMTP address of the user who is currently logged
on to Active Directory. The user can change the address to configure a different account, or
click Next to use the default settings from Active Directory. If users are allowed to change
this address, they could incorrectly configure their environment or misrepresent their
identity.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\autodiscover\zeroconf
igexchange

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Exchange\Automatically configure profile based on Active Directory Primary
SMTP address

Impact:

Enabling this setting could prevent users from configuring Outlook 2010 as desired in some
unusual cases (for example, if Active Directory is temporarily inaccessible during setup).
However, most users should experience no significant usability issues.

3.2 Set 'Disable 'Remember password' for Internet e-mail accounts' to
'Enabled’ (Scored)

Profile Applicability:

e Levell
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Description:

Use this option to hide your user's ability to cache passwords locally in the computer's
registry. When configured, this policy will hide the 'Remember Password' checkbox and not
allow users to have Outlook remember their password. Note that POP3, IMAP, and HTTP e-
mail accounts are all considered Internet e-mail accounts in Outlook. E-mail account
options are listed on the Server Type dialog box when users choose 'New' under Tools |
Account Settings. The recommended state for this setting is: Enabled.

Rationale:

An attacker who is able to access the user's profile may be able to acquire these cached
passwords, they could then use this information to compromise the user's email accounts
and other systems that use the same credentials.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\enablerememb
erpwd

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Disable
'Remember password' for Internet e-mail accounts

Impact:

Enabling this setting can cause users to be frustrated because they will have to repeatedly
enter their email account passwords for any email services that do not accept their
Windows credentials. For Exchange servers that are members of the same Active Directory
domain enabling this setting should not cause users to be prompted for their credentials
since Exchange will accept their domain credentials, but for Exchange servers in untrusted
domains and other types of email accounts the users might be forced to reenter their
password frequently.

3.3 Set 'Select the authentication with Exchange server.' to
'Enabled:Kerberos/NTLM Password Authentication' (Scored)
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Profile Applicability:
e Levell

Description:

This policy setting controls which authentication method Outlook uses to authenticate with
Microsoft Exchange Server. Note - Exchange Server supports the Kerberos authentication
protocol and NTLM for authentication. The Kerberos protocol is the more secure
authentication method and is supported on Windows 2000 Server and later versions.
NTLM authentication is supported in pre-Windows 2000 environments. If you enable this
policy setting, you can choose from three different options for controlling how Outlook
authenticates with Microsoft Exchange Server: - Kerberos/NTLM password authentication.
Outlook attempts to authenticate using the Kerberos authentication protocol. If this
attempt fails, Outlook attempts to authenticate using NTLM. This option is the default
configuration. - Kerberos password authentication. Outlook attempts to authenticate using
the Kerberos protocol only. - NTLM password authentication. Outlook attempts to
authenticate using NTLM only. If you disable or do not configure this policy setting, Outlook
will attempt to authenticate using the Kerberos authentication protocol. If it cannot
(because no Windows 2000 or later domain controllers are available), it will authenticate
using NTLM. The recommended state for this setting is: Enabled:Kerberos/NTLM Password

Authentication.
Rationale:

Exchange Server supports the Kerberos authentication protocol and NTLM for
authentication. The Kerberos protocol is the more secure authentication method and is
supported on Windows 2000 Server and later versions. NTLM authentication is supported
in pre-Windows 2000 environments. By default, Outlook 2010 will attempt to authenticate
using the Kerberos authentication protocol. If it cannot (because no Windows 2000 or later
domain controllers are available), it will authenticate using NTLM.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

80|Page



User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Exchange\Authentication with Exchange Server\Authentication with Exchange
Server

Then set the select the authentication with Exchange server. option to

Kerberos/NTLM Password Authentication.
Impact:

The recommended value for this setting in the Microsoft baselines enforces the default
configuration, and is therefore unlikely to cause significant usability issues for most users.

4 Least Privilege and Segregation of Duty

4.1 Set 'Do not allow users to change permissions on folders' to
'Enabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting prevents users from changing their mail folder permissions. If you
enable this policy setting, Outlook users cannot change permissions on folders; the settings
on the Permissions tab are disabled. Enabling this policy setting does not affect existing
permissions, and users can still change permissions by sending a sharing message. If you
disable or do not configure this policy setting, Outlook users can change the permissions
for folders under their control by using the Permissions tab of the Properties dialog box for
the folder. The recommended state for this setting is: Enabled.

Rationale:

By default, Outlook 2010 users can change the permissions for folders under their control
by using the Permissions tab of the Properties dialog box for the folder, or by sending a
sharing message. If users change the permissions on a folder they control, it might cause
sensitive information in items stored in the folder to be compromised by exposing it to
unauthorized people.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\folders\disab
leeditpermissions

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Account
Settings\Exchange\Do not allow users to change permissions on folders

Impact:

Enabling this setting prevents Outlook 2010 users from sharing folders they control with
other users. Users who want to share folders will need to ask an administrator to make the
necessary change.

4.2 Set 'Prevent users from changing permissions on rights managed
content' to 'Disabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Office 2010 users can change permissions for content
that is protected with Information Rights Management (IRM).

The Information Rights Management feature of Office 2010 allows individuals and
administrators to specify access permissions to Word documents, Excel workbooks,
PowerPoint presentations, InfoPath templates and forms, and Outlook e-mail messages.
This functionality helps prevent sensitive information from being printed, forwarded, or
copied by unauthorized people.

If you enable this policy setting, users can open and edit documents for which they have the
appropriate permissions, but they cannot create new rights-managed content, add IRM to
existing documents, change existing IRM permissions, or remove IRM from documents.

If you disable or do not configure this policy setting, Office 2010 users can add, remove, or

change IRM permissions for documents if they are authorized to do so. The recommended
state for this setting is: Disabled.

82|Page




Rationale:

The Information Rights Management feature of the Office 2010 release allows individuals
and administrators to specify access permissions to Word 2010 documents, Excel 2010
workbooks, PowerPoint 2010 presentations, InfoPath 2010 templates and forms, and
Outlook 2010 e-mail messages. This functionality helps prevent sensitive information from
being printed, forwarded, or copied by unauthorized people.

This setting can be used to prevent Office 2010 users from changing the IRM permissions of
a document. If this setting is Enabled, users can open and edit documents for which they
have the appropriate permissions, but they cannot create new rights-managed content, add
IRM to existing documents, change existing IRM permissions, or remove IRM from
documents. This configuration can prevent users from making effective use of IRM to
protect documents.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\drm\disablecreation

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Manage Restricted
Permissions\Prevent users from changing permissions on rights managed content

Impact:

Disabling this setting enforces the Office 2010 default configuration, and is therefore
unlikely to cause significant usability issues for most users.

5 Security and Privacy Settings
5.1 Security Settings

5.1.1 Configure 'Disable All ActiveX' (Not Scored)
Profile Applicability:

e Levell
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Description:

This policy setting controls whether ActiveX controls are disabled. If you enable this policy
setting, Office 2010 applications do not initialize ActiveX controls from non-trusted
locations, and do not notify the user that the ActiveX controls are disabled. If you disable or
do not configure this policy setting, users can set the trust level for ActiveX controls in the
Trust Center in the 2010 versions of Microsoft Access, PowerPoint, Word, and Excel. The
default configuration does not load untrusted ActiveX controls, but uses the Message Bar to
prompt users about the control, and they can then choose whether to run the control.
Configure this setting in a manner that is consistent with the security and operational
requirements of your organization.

Rationale:

An ActiveX control can be a simple text box or a more complex object, such as a special
toolbar, an entire dialog box, or a small application. ActiveX controls are used in Web sites
and in applications. ActiveX controls are not stand-alone programs, and can be run only
from within host programs, such as Internet Explorer and Microsoft Office programs.
However, ActiveX controls are very powerful, because they are Component Object Model
(COM) objects and have unrestricted access to the computer on which they run. ActiveX
controls can access the local file system and change the registry settings of your operating
system. If an attacker repurposes an ActiveX control to take over your computer, the effect
can be significant. By default, users can set the trust level for ActiveX controls in the Trust
Center in the 2010 versions of Microsoft Access, PowerPoint, Word, and Excel. The default
configuration does not load untrusted ActiveX controls, but uses the Message Bar to
prompt users about the control, and they can then choose whether to run the control. If
users choose to run all controls without prompting and without restrictions, a dangerous
control could affect their computers.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\common\security\disableallactivex

Remediation:

Configure the following Group Policy setting in a manner that is consistent with the
security and operational requirements of your organization:
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Impact:

ActiveX controls can provide additional functionality in documents, so disabling them can
reduce functionality for users. You should ensure that users are aware that this setting is
enabled, because they are not notified by the application that ActiveX controls have been
disabled. It is also important to determine that ActiveX controls are not used to provide
business-critical functionality before enabling this setting.

5.1.2 Configure 'Disable VVBA for Office applications' - (User-level
Configuration) (Not Scored)

Profile Applicability:
e Levell
Description:

This policy setting allows you to prevent Excel, SharePoint Designer, Outlook, PowerPoint,
Publisher, and Word from using Visual Basic for Applications (VBA), whether or not the
VBA feature is installed on user computers. Changing this policy setting will not install or
remove the VBA files from the user computers. For more information about configuring
security settings, see the Office Resource Kit.

If you enable this policy setting, VBA is disabled on Office applications on user computers.

If you disable or do not configure this policy setting, VBA is enabled for 2010 Office
applications on user computers. Configure this setting in a manner that is consistent with
the security and operational requirements of your organization.

Rationale:

VBA can also be used by inexperienced or malicious developers to create dangerous code
that can affect users' computers or compromise the confidentiality, integrity, or availability
of data.

By default, most Office 2010 applications, including Excel, Outlook, PowerPoint, Word and
Access can execute Visual Basic for Applications (VBA) code that customizes and automates
application operation.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\vbaoff

85|Page




Remediation:

Configure the following Group Policy setting in a manner that is consistent with the
security and operational requirements of your organization:

Impact:

If critical business processes rely on VBA code that executes in Excel, Outlook, PowerPoint,
Publisher, SharePoint Designer, or Word, you will need to either develop alternatives to
these business processes or not enable this setting.

5.1.3 Configure 'Disable VBA for Office applications' - (Machine-level
Configuration) (Not Scored)

Profile Applicability:
e Levell
Description:

This setting will prevent Excel, SharePoint Designer, Outlook, PowerPoint, Publisher and
Word from using Visual Basic for Applications (VBA), despite whether or not the VBA
feature is installed. Changing this setting will not install or remove the VBA files from the
computer. See the Office Resource Kit for more important information about configuring
security settings. Configure this setting in a manner that is consistent with the security and
operational requirements of your organization.

Rationale:

By default, most Office applications, including Microsoft Office Excel 2010, Outlook 2010,
PowerPoint 2010, and Word 2010, can execute Visual Basic for Applications (VBA) code
that customizes and automates application operation. VBA could also be used by malicious
developers to create dangerous code that can harm users' computers or compromise the
confidentiality, integrity, or availability of data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL MACHINE\software\policies\microsoft\office\l4.0\common\vbaoff
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Remediation:

Configure the following Group Policy setting in a manner that is consistent with the
security and operational requirements of your organization:

Impact:

[f this setting is Enabled, VBA code will not function in Office 2010 applications (except
Access). If your organization has business-critical requirements for using documents with
VBA code, you might not be able to enable this setting.

5.1.4 Set 'Allow users to demote attachments to Level 2' to 'Disabled’
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook users can demote attachments to Level 2 by
using a registry key, which will allow them to save files to disk and open them from that
location. Outlook uses two levels of security to restrict access to files attached to e-mail
messages or other items. Files with specific extensions can be categorized as Level 1 (users
cannot view the file) or Level 2 (users can open the file after saving it to disk). Users can
freely open files of types that are not categorized as Level 1 or Level 2. If you enable this
policy setting, users can create a list of Level 1 file types to demote to Level 2 by adding the
file types to the following registry key:
HKEY_CURRENT_USER\Software\Microsoft\Office\ 14.0\ Outlook\Security\Level1Remove.
If you disable or do not configure this policy setting, users cannot demote level 1
attachments to level 2, and the

HKEY_CURRENT_USER\Software\Microsoft\Office\ 14.0\Outlook\Security\Level1Remove
registry key has no effect. The recommended state for this setting is: bisabled.

Rationale:

Outlook 2010 uses two levels of security to restrict access to files attached to e-mail
messages or other items. Files with specific extensions can be categorized as Level 1 (users
cannot view the file) or Level 2 (users can open the file after saving it to disk). Users can
freely open files of types that are not categorized as Level 1 or Level 2. By default, Outlook
does not allow users to demote file types from Level 1 to Level 2. If this setting is Enabled,
users can create a list of Level 1 file types to demote to Level 2 by adding the file types to
the following registry key:
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HKEY_CURRENT_USER\Software\Microsoft\Office\Outlook\12.0\Security\Level1Remove
If users can demote Level 1 files to Level 2, they will be able to access potentially dangerous
files after saving them to disk, which could allow malicious code to affect their computers
or compromise the security of sensitive information.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\allowusersto
lowerattachments

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Allow users to demote attachments to Level 2

Impact:

Allowing users to demote attachments to Level 2 can pose a significant risk. Unless your
users have a legitimate business need for such functionality, this setting should be disabled.

5.1.5 Set 'Disable all Trust Bar notifications for security issues' to
'‘Disabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Office 2010 applications notify users when potentially
unsafe features or content are detected, or whether such features or content are silently
disabled without notification. The Message Bar in Office 2010 applications is used to
identify security issues, such as unsigned macros or potentially unsafe add-ins. When such
issues are detected, the application disables the unsafe feature or content and displays the
Message Bar at the top of the active window. The Message Bar informs the users about the
nature of the security issue and, in some cases, provides the users with an option to enable
the potentially unsafe feature or content, which could harm the user's computer. If you
enable this policy setting, Office 2010 applications do not display information in the
Message Bar about potentially unsafe content that has been detected or has automatically
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been blocked. If you disable this policy setting, Office 2010 applications display information
in the Message Bar about content that has automatically been blocked. If you do not
configure this policy setting, if an Office 2010 application detects a security issue, the
Message Bar is displayed. However, this configuration can be modified by users in the Trust
Center. The recommended state for this setting is: Disabled.

Rationale:

The Message Bar in Office 2010 applications is used to identify security issues, such as
unsigned macros or potentially unsafe add-ins. When such issues are detected, the
application disables the unsafe feature or content and displays the Message Bar at the top
of the active window. The Message Bar informs the users about the nature of the security
issue and, in some cases, provides the users with an option to enable the potentially unsafe
feature or content, which could harm the user's computer. By default, if a Office 2010
application detects a security issue, the Message Bar is displayed. However, this
configuration can be modified by users in the Trust Center.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\trustcenter\trustbar

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Security
Settings\Disable all Trust Bar notifications for security issues

Impact:

This setting does not modify the default configuration, and therefore is unlikely to cause
any usability issues.

5.1.6 Set 'Display Level 1 attachments' to 'Disabled’ (Scored)
Profile Applicability:

e Levell
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Description:

This policy setting controls whether Outlook blocks potentially dangerous attachments
designated Level 1. To protect users from viruses and other harmful files, Outlook uses two
levels of security, designated Level 1 and Level 2, to restrict access to files attached to e-
mail messages or other items. Potentially harmful files can be classified into these two
levels by file type extension, with all other file types considered safe. See Attachment file
types restricted by Office 2010
(http://officeredir.microsoft.com/r/rlidGPOutlkAdminAndUserSet2014?clid=1033) for
the full list of file types classified Level 1 by default.

If you enable this policy setting, Outlook users can gain access to Level 1 file type
attachments by first saving the attachments to disk and then opening them, as with Level 2
attachments.

If you disable this policy setting, Level 1 attachments will not display under any
circumstances.

If you do not configure this policy setting, Outlook completely blocks access to Level 1 files,
and requires users to save Level 2 files to disk before opening them.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy." The recommended state for this setting is: bisabled.

Rationale:

To protect users from viruses and other harmful files, Outlook 2010 uses two levels of
security, designated Level 1 and Level 2, to restrict access to files attached to e-mail
messages or other items. Potentially harmful files can be classified into these two levels by
file type extension, with all other file types considered safe.

By default, Outlook completely blocks access to Level 1 files, and requires users to save
Level 2 files to disk before opening them. If this configuration is changed, users will be able
to open and execute potentially dangerous attachments, which can affect their computers
or compromise the confidentiality, integrity, or availability of data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\showlevellat
tach
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Display Level 1 attachments

Impact:

See Attachment file types restricted by Office 2010 for the full list of file types classified
Level 1 by default.

Important: For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

5.1.7 Set 'Do not prompt about Level 1 attachments when closing an
item' to 'Disabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether Outlook displays a warning before closing an item that
contains an unsafe attachment that will be blocked when the item is re-opened. To protect
users from viruses and other harmful files, Outlook uses two levels of security, designated
Level 1 and Level 2, to restrict users' access to files attached to e-mail messages or other
items. Outlook completely blocks access to Level 1 files by default, and requires users to
save Level 2 files to disk before opening them. Potentially harmful files can be classified
into these two levels by file type extension, with all other file types considered safe.

If you enable this policy setting, Outlook will not display a warning when users close items
with Level 1 attachments, which could cause data loss.

If you disable or do not configure this policy setting, when a user closes an item to which a
level 1 file has been attached, Outlook warns the user that the message contains a
potentially unsafe attachment and that the user might not be able to access the attachment
when opening the item later. (Such a sequence of events might occur when a user closes a
draft message that they intend to resume editing at some future time.)
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Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy." The recommended state for this setting is: Disabled.

Rationale:

To protect users from viruses and other harmful files, Outlook 2010 uses two levels of
security, designated Level 1 and Level 2, to restrict users' access to files attached to e-mail
messages or other items. Outlook completely blocks access to Level 1 files by default, and
requires users to save Level 2 files to disk before opening them. Potentially harmful files
can be classified into these two levels by file type extension, with all other file types
considered safe.

By default, when a user closes an item to which a level 1 file has been attached, Outlook
warns the user that the message contains a potentially unsafe attachment and that the user
might not be able to access the attachment when opening the item later. (Such a sequence
of events might occur when a user closes a draft message that they intend to resume
editing at some future time.) If this configuration is changed, Outlook will not display the
warning when the user closes the item but will still block the unsafe attachment if the user
opens the message later. This functionality can cause users to lose access to important data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\dontpromptle
vellattachclose

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Do not prompt about Level 1 attachments when closing
an item

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and therefore is
unlikely to cause usability issues for most users.

Important For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.
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5.1.8 Set 'Do not prompt about Level 1 attachments when sending an
item' to 'Disabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook displays a warning before sending an item
that contains an unsafe attachment that will be blocked when the item is opened by a
recipient. To protect users from viruses and other harmful files, Outlook uses two levels of
security, designated Level 1 and Level 2, to restrict access to files attached to e-mail
messages or other items. Outlook completely blocks access to Level 1 files by default, and
requires users to save Level 2 files to disk before opening them. Potentially harmful files
can be classified into these two levels by file type extension, with all other file types
considered safe. If you enable this policy setting, Outlook will not display a warning when a
user sends an item with a Level 1 attachment, which can cause users' data to be at risk. If
you disable or do not configure this policy setting, when users attempt to send an item to
which a level 1 file has been attached, Outlook warns them that the message contains a
potentially unsafe attachment and that the recipient might not be able to access it.
Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy." The recommended state for this setting is: bisabled.

Rationale:

To protect users from viruses and other harmful files, Outlook 2010 uses two levels of
security, designated Level 1 and Level 2, to restrict access to files attached to e-mail
messages or other items. Outlook completely blocks access to Level 1 files by default, and
requires users to save Level 2 files to disk before opening them. Potentially harmful files
can be classified into these two levels by file type extension, with all other file types
considered safe. By default, when users attempt to send an item to which a level 1 file has
been attached, Outlook warns them that the message contains a potentially unsafe
attachment and that the recipient might not be able to access it. If this configuration is
changed, Outlook will not display the warning when users send such items, which can
cause users to lose access to important data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\dontpromptle
vellattachsend

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Attachment Security\Do not prompt about Level 1 attachments when sending
an item

Impact:

Disabling this setting enforces the default configuration in Outlook 2010, and therefore is
unlikely to cause usability issues for most users. Important For this setting to apply, you
must also enable the "Outlook Security Mode" setting in User Configuration\Administrative
Templates\Classic Administrative Templates (ADM)\Microsoft Office Outlook
2010\Security\Security Form Settings\Microsoft Office Outlook 2010 Security and select
Use Outlook Security Group Policy from the drop-down list.

5.1.9 Set 'Configure Outlook object model prompt when responding to
meeting and task requests: Guard behavior:' to 'Enabled:Automatically
Deny' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when an untrusted program attempts to
programmatically send e-mail in Outlook using the Response method of a task or meeting
request.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to programmatically send e-mail using the Response method
of a task or meeting request:

e Prompt user. The user will be prompted to approve every access attempt.

e Automatically approve. Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.

e Automatically deny. Outlook will automatically deny programmatic access requests
from any program.
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e Prompt user based on computer security. Outlook only prompts users when
antivirus software is out of date or not running. This is the default configuration.

If you disable or do not configure this policy setting, when an untrusted application
attempts to respond to tasks or meeting requests programmatically, Outlook relies on the
setting configured in the "Programmatic Access" section of the Trust Center. This setting
determines whether Outlook will warn users about programmatic access attempts:

- Only when antivirus software is out of date or not running (the default setting)

- Every time

- Not at all. If the "Not at all" option is selected, Outlook will silently grant programmatic
access to any program that requests it.

Note - This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

If an untrusted application programmatically responds to tasks or meeting requests, that
application could impersonate a user response to the tasks or meeting requests with false
information.

By default, when an untrusted application attempts to respond to tasks or meeting
requests programmatically, Outlook 2010 relies on the setting configured in the
"Programmatic Access" section of the Trust Center. This setting determines whether
Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)
o Everytime
e Notatall
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If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt when
responding to meeting and task requests\Configure Outlook object model prompt when
responding to meeting and task requests

Then set the configure Outlook object model prompt when responding to meeting
and task requests: Guard behavior: option to Automatically Deny

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Note: For this setting to apply, you must also enable the "Outlook Security Mode" setting in
User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.
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5.1.10 Set 'Configure Outlook object model prompt when sending mail:
Guard behavior:' to 'Enabled:Automatically Deny' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when an untrusted program attempts to send e-
mail programmatically using the Outlook object model.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to send e-mail programmatically using the Outlook object
model:

e Promptuser - The user will be prompted to approve every access attempt.

e Automatically approve - Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.

e Automatically deny - Outlook will automatically deny programmatic access requests
from any program.

e Prompt user based on computer security. Outlook will only prompt users when
antivirus software is out of date or not running.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

If you disable or do not configure this policy setting, when an untrusted application
attempts to send mail programmatically, Outlook relies on the setting configured in the
"Programmatic Access" section of the Trust Center. This setting determines whether
Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)

o Everytime

e Notatall - If the "Not at all" option is selected, Outlook will silently grant
programmatic access to any program that requests it.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
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Trust Center, and the user experience is not affected.

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

If an untrusted application programmatically sends e-mail, that application could send mail
that includes malicious code, impersonate a user, or launch a denial-of-service attack by
sending a large volume of mail to a user or group of users.

By default, when an untrusted application attempts to send mail programmatically, Outlook
2010 relies on the setting configured in the "Programmatic Access" section of the Trust
Center. This setting determines whether Outlook will warn users about programmatic
access attempts:

e Only when antivirus software is out of date or not running (the default setting)
o Everytime
e Notatall

If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt when sending
mail\Configure Outlook object model prompt when sending mail

Then set the Configure Outlook object model prompt when sending mail: Guard
behavior: option to Automatically Deny.

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Important: If this setting is enabled, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.

5.1.11 Set 'Configure Outlook object model prompt when reading
address information: Guard behavior:' to 'Enabled:Automatically Deny'’
(Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when an untrusted program attempts to gain
access to a recipient field, such as the "To:" field, using the Outlook object model.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to access a recipient field using the Outlook object model:

e Prompt user. The user will be prompted to approve every access attempt.

e Automatically approve. Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.

e Automatically deny. Outlook will automatically deny programmatic access requests
from any program.
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e Prompt user based on computer security. Outlook will only prompt users when
antivirus software is out of date or not running. This is the default configuration.

If you disable or do not configure this policy setting, when an untrusted application
attempts to access recipient fields, Outlook relies on the setting configured in the
"Programmatic Access" section of the Trust Center. This setting determines whether
Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)

o Everytime

e Notatall. If the "Not at all" option is selected, Outlook will silently grant
programmatic access to any program that requests it.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

If an untrusted application accesses the recipient fields, the application could gain access to
sensitive data and potentially change that data. This could result in mail being sent to the
wrong party.

By default, when an untrusted application attempts to access recipient fields, Outlook 2010
relies on the setting configured in the "Programmatic Access" section of the Trust Center.
This setting determines whether Outlook will warn users about programmatic access
attempts:

e Only when antivirus software is out of date or not running (the default setting)

o Everytime
e Notatall
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If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt when reading
address information\Configure Outlook object model prompt when reading address
information

Then set the Configure Outlook object model prompt when reading address
information: Guard behavior: option to Automatically Deny.

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Important: For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.
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5.1.12 Set 'Configure Outlook object model prompt when accessing an
address book: Guard behavior:' to 'Enabled:Automatically Deny'
(Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when an untrusted program attempts to gain
access to an Address Book using the Outlook object model.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to programmatically access an Address Book using the
Outlook object model:

e Promptuser - Users are prompted to approve every access attempt.

e Automatically approve - Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.

e Automatically deny - Outlook will automatically deny programmatic access requests
from any program.

e Prompt user based on computer security - Outlook will rely on the setting in the
"Programmatic Access" section of the Trust Center. This is the default behavior.

If you disable or do not configure this policy setting, when an untrusted application
attempts to access the address book programmatically, Outlook relies on the setting
configured in the "Programmatic Access" section of the Trust Center. This setting
determines whether Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)

e Everytime

e Notatall. If the "Not at all" option is selected, Outlook will silently grant
programmatic access to any program that requests it.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting

102 |Page



under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

If an untrusted application accesses the address book, the application could gain access to
sensitive data and potentially change that data.

By default, when an untrusted application attempts to access the address book
programmatically, Outlook 2010 relies on the setting configured in the "Programmatic
Access" section of the Trust Center. This setting determines whether Outlook will warn
users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)
o Everytime
e Notatall

If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt when
accessing an address book\Configure Outlook object model prompt when accessing an
address book

Then set the Configure Outlook object model prompt when accessing an address
book: Guard behavior: option to Automatically Deny.

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Important: For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.

5.1.13 Set 'Configure Outlook object model prompt When accessing the
Formula property of a UserProperty object: Guard behavior:' to
'Enabled:Automatically Deny' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when a user designs a custom form in Outlook
and attempts to bind an Address Information field to a combination or formula custom
field.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to access address information using the UserProperties. Find
method of the Outlook object model:

e Prompt user. The user will be prompted to approve every access attempt.

e Automatically approve. Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.
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e Automatically deny. Outlook will automatically deny programmatic access requests
from any program.

e Prompt user based on computer security. Outlook will only prompt users when
antivirus software is out of date or not running.

If you disable or do not configure this policy setting, when a user tries to bind an address
information field to a combination or formula custom field in a custom form, Outlook relies
on the setting configured in the "Programmatic Access" section of the Trust Center. This
setting determines whether Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)

e Everytime

e Notatall. If the "Not at all" option is selected, Outlook will silently grant
programmatic access to any program that requests it, which could allow a malicious
program to gain access to sensitive information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

A custom form in Outlook could be used to gain access to sensitive address book data and
potentially to change that data.

By default, when a user tries to bind an address information field to a combination or
formula custom field in a custom form, Outlook 2010 relies on the setting configured in the
"Programmatic Access" section of the Trust Center. This setting determines whether
Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)
e Everytime
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e Notatall

If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt When
accessing the Formula property of a UserProperty object\Configure Outlook object model
prompt When accessing the Formula property of a UserProperty object

Then set the configure Outlook object model prompt When accessing the Formula
property of a UserProperty object: Guard behavior:OptHHlU)Automatically Deny

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Important: For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.
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For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.

5.1.14 Set 'Configure Outlook object model prompt when executing Save
As: Guard behavior:' to 'Enabled:Automatically Deny' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls what happens when an untrusted program attempts to use the
Save As command to programmatically save an item.

If you enable this policy setting, you can choose from four different options when an
untrusted program attempts to use the Save As command to programmatically save an
item:

e Prompt user. The user will be prompted to approve every access attempt.

e Automatically approve. Outlook will automatically grant programmatic access
requests from any program. This option can create a significant vulnerability, and is
not recommended.

e Automatically deny. Outlook will automatically deny programmatic access requests
from any program.

e Prompt user based on computer security. Outlook will only prompt users when
antivirus software is out of date or not running. This is the default configuration.

If you disable or do not configure this policy setting, when an untrusted application
attempts to use the Save As command, Outlook relies on the setting configured in the
"Programmatic Access" section of the Trust Center. This setting determines whether
Outlook will warn users about programmatic access attempts:

e Only when antivirus software is out of date or not running (the default setting)

o Everytime

e Notatall. If the "Not at all" option is selected, Outlook will silently grant
programmatic access to any program that requests it.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
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Trust Center, and the user experience is not affected.

Important: This policy setting only applies if the "Outlook Security Mode" policy setting
under "Microsoft Outlook 2010\Security\Security Form Settings" is configured to "Use
Outlook Security Group Policy."

For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Enabled:Automatically Deny.

Rationale:

If an untrusted application uses the Save As command to programmatically save an item,
the application could add malicious data to a user's inbox, a public folder, or an address
book.

By default, when an untrusted application attempts to use the Save As command, Outlook
2010 relies on the setting configured in the "Programmatic Access" section of the Trust
Center. This setting determines whether Outlook will warn users about programmatic
access attempts:

e Only when antivirus software is out of date or not running (the default setting)
o Everytime
e Notatall

If the "Not at all" option is selected, Outlook will silently grant programmatic access to any
program that requests it, which could allow a malicious program to gain access to sensitive
information.

Note: This described default functionality assumes that you have not followed the
recommendation to enable the "Outlook Security Mode" Group Policy setting to ensure that
Outlook security settings are configured by Group Policy. If Group Policy security settings
are used for Outlook, the "Programmatic Access" section of the Trust Center is not used. In
this situation, the default is to prompt users based on computer security, which is the
equivalent of the "Only when antivirus software is out of date or not running" option in the
Trust Center, and the user experience is not affected.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Configure Outlook object model prompt when
executing Save As\Configure Outlook object model prompt when executing Save As

Then set the configure Outlook object model prompt when executing Save As: Guard
behavior: option to Automatically Deny

Impact:

Enabling this setting and selecting Prompt user based on computer security enforces the
default configuration in Outlook 2010, and therefore is unlikely to cause usability issues for
most users.

Important: For this setting to apply, you must also enable the "Outlook Security Mode"
setting in User Configuration\Administrative Templates\Classic Administrative Templates
(ADM)\Microsoft Office Outlook 2010\Security\Security Form Settings\Microsoft Office
Outlook 2010 Security and select Use Outlook Security Group Policy from the drop-down
list.

For more information about the Object Model Guard, see Security Behavior of the Outlook
Object Model in the MSDN Outlook Developer Reference.

5.1.15 Set 'List of trusted add-ins and hashes' to 'Disabled' (Scored)
Profile Applicability:

e Levell

Description:

This policy setting can be used to specify a list of trusted add-ins that can be run without
being restricted by the security measures in Outlook. If you enable this policy setting, a list
of trusted add-ins and hashes is made available that you can modify by adding and
removing entries. The list is empty by default. To create a new entry, enter a DLL file name
in the "Value Name" column and the hash result in the "Value" column. If you disable or do
not configure this policy setting, the list of trusted add-ins is empty and unused, so the
recommended settings in the Microsoft baselines do not create any usability issues.
However, users who rely on add-ins that access the Outlook object model might be
repeatedly prompted unless administrators enable this setting and add the add-ins to the
list. Note - You can also configure Exchange Security Form settings by enabling the
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"Outlook Security Mode" setting in User Configuration\Administrative
Templates\Microsoft Outlook 2010\Security\Security Form Settings\Microsoft Outlook
2010 Security and selecting "Use Outlook Security Group Policy" from the drop-down list.
For more information about the Object Model Guard, see Security Behavior of Outlook
(http://officeredir.microsoft.com/r/rlidGPSecBehaviorOutlookModel014?clid=1033) in
the MSDN Outlook 2010 Developer Reference. The recommended state for this setting is:
Disabled.

Rationale:

The Outlook object model includes entry points to access Outlook data, save data to
specified locations, and send e-mail messages, all of which can be used by malicious
application developers. To help protect these entry points, the Object Model Guard warns
users and prompts them for confirmation when untrusted code, including add-ins,

attempts to use the object model to obtain e-mail address information, store data outside of
Outlook, execute certain actions, and send e-mail messages. To reduce excessive security
warnings when add-ins are used, administrators can specify a list of trusted add-ins that
can access the Outlook object model silently, without raising prompts. This trusted add-in
list should be treated with care, because a malicious add-in could access and forward
sensitive information if added to the list.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Programmatic Security\Trusted Add-ins\Configure trusted add-ins\: List
of trusted add-ins and hashes

Impact:

By default, the list of trusted add-ins is empty and unused, so configuring this setting does
not create any usability issues. However, users who rely on add-ins that access the Outlook
object model might be repeatedly prompted unless administrators enable this setting and
add the add-ins to the list. Note You can also configure Exchange Security Form settings by
enabling the "Outlook Security Mode" setting in User Configuration\Administrative
Templates\Classic Administrative Templates (ADM)\Microsoft Office Outlook
2010\Security\Security Form Settings\Microsoft Office Outlook 2010 Security and
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selecting Use Outlook Security Group Policy from the drop-down list. For more information
about the Object Model Guard, see Security Behavior of the Outlook Object Model in the
MSDN Outlook Developer Reference.

5.1.16 Set 'Load Controls in Forms3:' to 'Disabled' (Scored)
Profile Applicability:

e Levell
Description:

This policy setting allows you to control how ActiveX controls in UserForms should be
initialized based upon whether they are Safe For Initialization (SFI) or Unsafe for
Initialization (UFT).

ActiveX controls are Component Object Model (COM) objects and have unrestricted access
to users' computers. ActiveX controls can access the local file system and change the
registry settings of the operating system. If a malicious user repurposes an ActiveX control
to take over a user's computer, the effect could be significant. To help improve security,
ActiveX developers can mark controls as Safe For Initialization (SFI), which means that the
developer states that the controls are safe to open and run and not capable of causing harm
to any computers. If a control is not marked SF], the control could adversely affect a
computer--or it's possible the developers did not test the control in all situations and are
not sure whether their control might be compromised at some future date.SFI controls run
in safe mode, which limits their access to the computer. For example, a worksheet control
can both read and write files when it is in unsafe mode, but perhaps only read from files
when it is in safe mode. This functionality allows the control to be used in very powerful
ways when safety wasn't important, but the control would still be safe for use in a Web
page. If a control is not marked as SF], it is marked Unsafe For Initialization (UFI), which
means that it is capable of affecting a user's computer. If UFI ActiveX controls are loaded,
they are always loaded in unsafe mode.

If you enable this policy setting, you can choose from four options for loading controls in
UserForms:

1. For a UFI or SFI signed control that supports safe and unsafe mode, load the control
in unsafe mode. For an SFI signed control that only supports a safe mode
configuration, load the control in safe mode. This option enforces the default
configuration.

2. Users are prompted to determine how UserForm forms will load. The prompt only
displays once per session within an application. When users respond to the prompt,
loading continues based on whether the control is UFI or SFI:
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o For a UFI signed control, if users respond Yes to the prompt, load the control
in unsafe mode. If users respond No, load the control using the default
properties.

o For an SFI signed control that supports both safe and unsafe modes, if users
respond Yes to the prompt, load the control in unsafe mode. If users respond
No, load the control using safe mode. If the SFI control can only support safe
mode, load the control in safe mode. This option is the default configuration
in the Microsoft Office 2010 release.

3. Users are prompted to determine how UserForm forms will load. The prompt only
displays once per session within an application. When users respond to the prompt,
loading continues based on whether the control is UFI or SFI:

o For a UFI signed control, if users respond Yes to the prompt, load the control
in unsafe mode. If users respond No, load the control with its default
properties.

o Foran SFI signed control, load in safe mode.

4. For a UFIsigned control, load with the default properties of the control. For an SFI
signed control, load in safe mode (considered to be the safest mode).

If you disable or do not configure this policy setting, the behavior is as if you enable this
policy setting and then select option 1.

For more information about this policy setting, see Plan security settings for ActiveX
controls, add-ins, and macros in the 2007 Office system
http://officeredir.microsoft.com/r/rlidGPSecSettingsActXCtrl014?clid=1033 The
recommended state for this setting is: Disabled.

Rationale:

ActiveX controls are Component Object Model (COM) objects and have unrestricted access
to users' computers. ActiveX controls can access the local file system and change the
registry settings of the operating system. If a malicious user repurposes an ActiveX control
to take over a user's computer, the effect could be significant.

To help improve security, ActiveX developers can mark controls as Safe For Initialization
(SFI), which means that the developer states that the controls are safe to open and run and
not capable of causing harm to any computers. If a control is not marked SF], the control
could adversely affect a computer—or it's possible the developers did not test the control
in all situations and are not sure whether their control might be compromised at some
future date.

SFI controls run in safe mode, which limits their access to the computer. For example, a
worksheet control can both read and write files when it is in unsafe mode, but perhaps only
read from files when it is in safe mode. This functionality allows the control to be used in
very powerful ways when safety wasn't important, but the control would still be safe for
use in a Web page.
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If a control is not marked as SF], it is marked Unsafe For Initialization (UFI), which means
that it is capable of affecting a user's computer. If UFI ActiveX controls are loaded, they are
always loaded in unsafe mode.

This setting allows administrators to control how ActiveX controls in UserForms should be
initialized based upon whether they are SFI or UFI.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Security
Settings\Load Controls in Forms3\: Load Controls in Forms3:

Impact:

Enabling this setting and selecting "2" enforces the default configuration and is therefore
unlikely to cause usability issues for most users.

5.1.17 Set 'Outlook Security Policy:' to 'Enabled:Use Outlook Security
Group Policy' (Scored)

Profile Applicability:
e Levell
Description:
This policy setting controls which set of security settings are enforced in Outlook.

If you enable this policy setting, you can choose from four options for enforcing Outlook
security settings:

e Outlook Default Security - This option is the default configuration in Outlook. Users
can configure security themselves, and Outlook ignores any security-related settings
configured in Group Policy.

e Use Security Form from 'Outlook Security Settings' Public Folder - Outlook uses the
settings from the security form published in the designated public folder.
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e Use Security Form from 'Outlook 10 Security Settings' Public Folder - Outlook uses
the settings from the security form published in the designated public folder.

e Use Outlook Security Group Policy - Outlook uses security settings from Group
Policy.

Important: You must enable this policy setting if you want to apply the other Outlook
security policy settings mentioned in this baseline.

If you disable or do not configure this policy setting, Outlook users can configure security
for themselves, and Outlook ignores any security-related settings that are configured in
Group Policy.

Note: In previous versions of Outlook, when security settings were published in a form in

Exchange Server public folders, users who needed these settings required the
HKEY CURRENT USER\Software\Policies\Microsoft\Security\CheckAdminSettings

registry key to be set on their computers for the settings to apply. In Outlook, the
CheckAdminSettings registry key is no longer used to determine users' security settings.
Instead, the Outlook Security Mode setting can be used to determine whether Outlook
security should be controlled directly by Group Policy, by the security form from the
Outlook Security Settings Public Folder, or by the settings on users' own computers. The
recommended state for this setting is: Enabled:Use Outlook Security Group Policy.

Rationale:

If users can configure security themselves, they might choose levels of security that leave
their computers vulnerable to attack.

By default, Outlook 2010 users can configure security for themselves, and Outlook ignores
any security-related settings that are configured in Group Policy.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Security
Form Settings\Outlook Security Mode\Outlook Security Mode

Then set the outlook Security Policy: optionto Use Outlook Security Group Policy.

Impact:
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Enabling this setting prevents users from modifying their own security settings, so it might
cause an increase in support calls. However, this setting is essential for ensuring that the
other Outlook 2010 security settings mentioned in this baseline are applied as suggested.

Note: In previous versions of Outlook, when security settings were published in a form in

Exchange Server public folders, users who needed these settings required the
HKEY CURRENT USER\Software\Policies\Microsoft\Security\CheckAdminSettings

registry key to be set on their computers for the settings to apply. In Outlook 2010, the
CheckAdminSettings registry key is no longer used to determine users' security settings.
Instead, the Outlook Security Mode setting can be used to determine whether Outlook
security should be controlled directly by Group Policy, by the security form from the
Outlook Security Settings Public Folder, or by the settings on users' own computers.

5.1.18 Set 'Restrict File Download: outlook.exe' to 'Enabled:True'
(Scored)
Profile Applicability:

e Levell
Description:
Prevents file downloads that are not initiated by the user. This Internet Explorer feature
control setting mitigates threats that can occur when an application programmatically uses
Internet Explorer functionality. The recommended state for this setting is: Enabled:True.
Rationale:
Disabling this setting allows websites to present file download prompts via code without
the user specifically initiating the download. User preferences may also allow the download
to occur without prompting or interacting with the user. Even if Internet Explorer prompts
the user to accept the download, some websites abuse this functionality. Malicious

websites may continually prompt users to download a file or present confusing dialog
boxes to trick users into downloading or running a file.

If the download occurs and it contains malicious code, the code could become active on
user computers or the network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

Computer Configuration\Administrative Templates\Microsoft Office 2010
(Machine) \Security Settings\IE Security\Restrict File Download\Restrict File Download

Then set the Restrict File Download: outlook.exe option to True.
Impact:

User initiated downloads can still occur so the majority of legitimate user download
interactions remain unaffected. Hiding website-initiated prompt messages makes it
impossible for a malicious website to initiate a download by itself. Such a site can no longer
confuse a user into downloading a file that could then open on the user's computer to
execute an attack.

However, some valid websites may initiate file downloads. If this setting is enabled, users
cannot view download prompts, and remain unaware when a download is available. If such
sites reside in an organization's intranet, they should display a link to prompt users to
initiate valid downloads if the automatic download process does not occur. This type of
functionality is already in common use on many major internet sites and should not
confuse users.

It is possible that some advanced users may expect their user preferences to control this
behavior, and for this reason, they may be confused when this preference is overridden by
this setting.

5.1.19 Set 'Add-on Management: outlook.exe' to 'Enabled:True' (Scored)
Profile Applicability:

e Levell
Description:
Prevents add-ons disabled by the user or Group Policy from running or installing. This
Internet Explorer feature control setting mitigates threats that can occur when an
application programmatically uses Internet Explorer functionality. The recommended state
for this setting is: Enabled: True.

Rationale:

Internet Explorer add-ons are pieces of code that run in Internet Explorer to provide
additional functionality. Rogue add-ons may contain viruses or other malicious code.
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Disabling or not configuring this setting could allow malicious code or users to become
active on user computers or the network. For example, a malicious user can monitor and
then use keystrokes that a user types into Internet Explorer. Even legitimate add-ons may
demand resources that compromise the performance of Internet Explorer and the
operating systems of user computers.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

Computer Configuration\Administrative Templates\Microsoft Office 2010
(Machine) \Security Settings\IE Security\Add-on Management\Add-on Management

Then set the Add-on Management: outlook.exe optionto True.

Impact:

Some legitimate programs, including ones from Microsoft, use add-ons to display
documents, audio, and video in Internet Explorer. The organization's Group Policy should

incorporate approved, commonly-used add-ons to avoid limiting important user
functionality.

5.1.20 Set 'Restrict ActiveX Install: outlook.exe' to 'Enabled:True'
(Scored)

Profile Applicability:
e Levell
Description:
Allows applications to opt in to blocking new ActiveX controls and prevents installation of
updates for ActiveX controls that are not already installed. This Internet Explorer feature

control setting mitigates threats that can occur when an application programmatically uses
Internet Explorer functionality. The recommended state for this setting is: Enabled:True.
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Rationale:

Microsoft ActiveX controls allow unmanaged, unprotected code to run on the user
computers. ActiveX controls do not run within a protected container in the browser like
other types of HTML or Microsoft Silverlight-based controls.

Disabling or not configuring this setting does not block prompts for ActiveX control
installations and these prompts display to users. This could allow malicious code to become
active on user computers or the network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

Computer Configuration\Administrative Templates\Microsoft Office 2010
(Machine) \Security Settings\IE Security\Restrict ActiveX Install\Restrict ActiveX
Install

Then set the Restrict ActiveX Install: outlook.exe optionto True.
Impact:

For organizations that rely on ActiveX controls, using this setting may block the installation
or update of ActiveX controls.

Note: This policy setting also blocks users from installing authorized legitimate ActiveX
controls that will interfere with important system components like Windows Update. If you
enable this policy setting, make sure to implement some alternate way to deploy security
updates, such as Windows Server Update Services (WSUS). For more information about
WSUS, see the Windows Server Update Services Product Overview page at
www.microsoft.com/windowsserversystem/updateservices/evaluation/overview.mspx.

5.1.21 Set 'Scripted Window Security Restrictions: outlook.exe' to
'Enabled:True' (Scored)

Profile Applicability:

e Levell
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Description:

Forces pop-up windows to remain in the viewable desktop area, display a status bar, and
not draw their borders outside the viewable area of the screen. Ensures that browser
windows cannot overlay important information in their parent windows, or in system
dialogs. This Internet Explorer feature control setting mitigates threats that can occur
when an application programmatically uses Internet Explorer functionality. The
recommended state for this setting is: Enabled: True.

Rationale:

Malicious websites often try to confuse or trick users into giving a site permission to
perform an action that allows the site to take control of the users' computers in some
manner. Disabling or not configuring this setting allows unknown websites to:

o Create browser windows that appear to be from the local operating system.

e Draw active windows that display outside of the viewable areas of the screen that
can capture keyboard input.

e Overlay parent windows with their own browser windows to hide important system
information, choices, or prompts.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

Computer Configuration\Administrative Templates\Microsoft Office 2010
(Machine) \Security Settings\IE Security\Scripted Window Security Restrictions\Scripted
Window Security Restrictions

Then set the scripted Window Security Restrictions: outlook.exe option to True.
Impact:
It is unlikely that any valid applications would use such deceptive methods to accomplish a

task. For this reason, it is unlikely that organization may encounter any major limitations
due to using this setting.
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5.1.22 Set 'Protection From Zone Elevation: outlook.exe' to
'Enabled:True' (Scored)

Profile Applicability:
e Levell
Description:

Prevents navigation to a page in the Trusted Sites or My Computer zone if the current page
is not already in that zone. This Internet Explorer feature control setting mitigates threats
that can occur when an application programmatically uses Internet Explorer functionality.
The recommended state for this setting is: Enabled: True.

Rationale:

Internet Explorer places restrictions on each web page that users can use the browser to
open. Web pages on a user's local computer have the fewest security restrictions and reside
in the Local Machine zone, making this security zone a prime target for malicious users and
code.

Disabling or not configuring this setting could allow pages in the Internet zone to navigate
to pages in the Local Machine zone to then run code to elevate privileges. This could allow
malicious code or users to become active on user computers or the network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

Computer Configuration\Administrative Templates\Microsoft Office 2010
(Machine) \Security Settings\IE Security\Protection From Zone Elevation\Protection From
Zone Elevation

Then set the Protection From Zone Elevation: outlook.exe optionto True.
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Impact:

Websites that rely on navigation to other higher privileged sites may not properly function.
To allow such websites to properly function, use Group Policy to add them to the Trusted
sites zone.

Note Enabling this setting also disables JavaScript navigation if no security context is
present.

5.1.23 Set 'Suppress hyperlink warnings' to 'Disabled' (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether Office 2010 applications notify users about unsafe
hyperlinks. Links that Office 2010 considers unsafe include links to executable files, TIFF
files, and Microsoft Document Imaging (MDI) files. Other unsafe links are those that use
protocols considered to be unsafe such as javascript. If you enable this policy setting,
unsafe hyperlink warnings are suppressed for all users. If you disable or do not configure
this policy setting, hyperlink warnings cannot be suppressed by any means. Office 2010
users will be notified that links are unsafe and must enable them manually to use them. The
recommended state for this setting is: Disabled.

Rationale:

Unsafe hyperlinks are links that might pose a security risk if users click them. Clicking an
unsafe link could compromise the security of sensitive information or harm the computer.
Links that Office 2010 considers unsafe include links to executable files, TIFF files, and
Microsoft Document Imaging (MDI) files. Other unsafe links are those that use protocols
considered to be unsafe, including msn, nntp, mms, outlook, and stssync. By default, Office
2010 applications notify users about unsafe hyperlinks and disable them until users enable
them.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\security\disablehyperl
inkwarning
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled

User Configuration\Administrative Templates\Microsoft Office 2010\Security
Settings\Suppress hyperlink warnings

Impact:

This setting does not alter the default configuration and therefore is unlikely to provide any
usability concerns.

5.2 Privacy Settings

5.2.1 Set 'Automatically receive small updates to improve reliability' to
'Disabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Microsoft Office Diagnostics is enabled. Office
Diagnostics enables Microsoft to diagnose system problems by periodically downloading a
small file to the computer. If you enable this policy setting, Office Diagnostics collects
information about specific errors and the IP address of the computer. Office Diagnostics
does not transmit any personally identifiable information to Microsoft other than the IP
address of the computer requesting the update. If you disable this policy setting, users will
not receive updates from Office Diagnostics. If you do not configure this policy setting, this
policy setting is not enabled, but users have the opportunity to opt into receiving updates
from Office Diagnostics the first time they run an Office 2010 application. The
recommended state for this setting is: Disabled.

Rationale:

Office Diagnostics is used to improve the user experience by periodically downloading a
small file to the computer with updated help information about specific problems. If Office
Diagnostics is enabled, it collects information about specific errors and the IP address of
the computer. When new help information is available, that help information is
downloaded to the computer that experienced the related problems. Office Diagnostics
does not transmit any personally identifiable information to Microsoft other than the IP
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address of the computer requesting the update. By default, users have the opportunity to
opt into receiving updates from Office Diagnostics the first time they run a Office 2010
application. If your organization has policies that govern the use of external resources such
as Office Diagnostics, allowing users to opt in to this feature might cause them to violate
these policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\updatereliabilitydata

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Privacy\Trust
Center\Automatically receive small updates to improve reliability

Impact:

Disabling this setting will prevent users from receiving information and advice from
Microsoft about fixing and preventing Office 2010 application errors, which could cause
your support department to experience an increase in desktop support requests.

5.2.2 Set 'Disable Opt-in Wizard on first run'to 'Enabled’ (Scored)
Profile Applicability:

e Levell

Description:

This policy setting controls whether users see the Opt-in Wizard the first time they run a
Microsoft Office 2010 application. If you enable this policy setting, the Opt-in Wizard does
not display the first time users run an Office 2010 application. If you disable or do not
configure this policy setting, the Opt-in Wizard displays the first time users run a Microsoft
Office 2010 application, which allows them to opt into Internet--based services that will
help improve their Office experience, such as Microsoft Update, the Customer Experience
Improvement Program, Office Diagnostics, and Online Help. The recommended state for
this setting is: Enabled.
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Rationale:

By default, the Opt-in Wizard displays the first time users run a Microsoft Office 2010
application, which allows them to opt into Internetbased services that will help improve
their Office experience, such as Microsoft Update, the Customer Experience Improvement
Program, Office Diagnostics, and Online Help. If your organization has policies that govern
the use of such external resources, allowing users to opt in to these services might cause
them to violate the policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\general\shownfirstruno
ptin

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Privacy\Trust
Center\Disable Opt-in Wizard on first run

Impact:

Enabling this setting will prevent users from opting in to the services listed above. This can
prevent users from receiving the latest program updates, security fixes, and Help content. If
you enable this setting, consider ensuring that such updates are made available to users
through alternate means.

5.2.3 Set 'Enable Customer Experience Improvement Program' to
'Disabled' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls whether users can participate in the Microsoft Office Customer
Experience Improvement Program to help improve Microsoft Office. When users choose to
participate in the Customer Experience Improvement Program (CEIP), Office 2010
applications automatically send information to Microsoft about how the applications are
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used. This information is combined with other CEIP data to help Microsoft solve problems
and to improve the products and features customers use most often. This feature does not
collect users' names, addresses, or any other identifying information except the IP address
that is used to send the data. If you enable this policy setting, users have the opportunity to
optinto participation in the CEIP the first time they run an Office application. If your
organization has policies that govern the use of external resources such as the CEIP,
allowing users to opt in to the program might cause them to violate these policies. If you
disable this policy setting, Office 2010 users cannot participate in the Customer Experience
Improvement Program. If you do not configure this policy setting, the behavior is the
equivalent of setting the policy to "Enabled". The recommended state for this setting is:
Disabled.

Rationale:

When users choose to participate in the Customer Experience Improvement Program
(CEIP), Office 2010 applications automatically send information to Microsoft about how the
applications are used. This information is combined with other CEIP data to help Microsoft
solve problems and to improve the products and features customers use most often. This
feature does not collect users' names, addresses, or any other identifying information
except the IP address that is used to send the data. By default, users have the opportunity
to opt into participation in the CEIP the first time they run an Office application. If your
organization has policies that govern the use of external resources such as the CEIP,
allowing users to opt in to the program might cause them to violate these policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\gmenable

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Privacy\Trust
Center\Enable Customer Experience Improvement Program

Impact:

The Customer Experience Improvement Program sends data to Microsoft silently and
without affecting application usage, so choosing Disabled will not cause usability issues for
Office 2010 users.
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6 Additional Settings

6.1 Set 'Configure Add-In Trust Level' to 'Enabled:Trust all loaded and
installed COM addins' (Scored)

Profile Applicability:

e Levell
Description:
All installed trusted COM addins can be trusted. Exchange Settings for the addins still
override if present and this option is selected. The recommended state for this setting is:
Enabled:Trust all loaded and installed COM addins.
Rationale:
Under normal circumstances the installed COM add-ins are applications that have been
approved and intentionally deployed by the organization and therefore they should not
pose a security threat. However, if malware has infected systems its possible that the
malware will use the COM add-in feature to perform unauthorized actions.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Configure
Add-In Trust Level\Configure Add-In Trust Level

Then set the configure Add-In Trust Level optionto Trust all loaded and installed
COM addins.

Impact:

This setting enforces the default configuration, and therefore is unlikely to cause significant
usability issues for most users.
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6.2 Set 'Add e-mail recipients to users' Safe Senders Lists' to 'Disabled’
(Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether recipients' e-mail addresses are automatically added
to the user's Safe Senders List in Microsoft Outlook. Sometimes users will send e-mail
messages to request that they be taken off a mailing list. If the e-mail recipient is then
automatically added to the Safe Senders List, future e-mail messages from that address will
no longer be sent to the users Junk E-mail folder, even if it would otherwise be considered
junk. If you enable this policy setting, all recipients of outgoing messages are automatically
added to users' Safe Senders Lists. If users respond to junk e-mail senders while this policy
setting is Enabled, all future junk e-mail from the same address will be considered safe. If
you disable this policy setting, recipients of outgoing messages are not automatically added
to the Safe Senders List. Users must explicitly add addresses to the list. If you do not
configure this policy setting, recipients of outgoing messages are not added automatically
to individual users' Safe Senders Lists. However, users can change this configuration in the
Outlook user interface. The recommended state for this setting is: Disabled.

Rationale:

Sometimes users will send e-mail messages to request that they be taken off a mailing list.
If the e-mail recipient is then automatically added to the Safe Senders List, future e mail
messages from that address will no longer be sent to the users Junk E-mail folder, even if it
would otherwise be considered junk. By default, recipients of outgoing messages are not
added automatically to individual users' Safe Senders Lists. However, users can change this
configuration in the Outlook 2010 user interface.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\outlook\options\mail\junkmail
trustoutgoingrecipients

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.
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User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Junk E-mail\Add e-mail recipients to users' Safe Senders Lists

Impact:

In most situations, modifying this setting will have minimal effect on usability. However, if
users send e-mail messages to many recipients, manually adding the recipients to a Safe
Senders List might affect productivity. In such situations, you can choose to enable the
setting for some groups of users.

6.3 Set 'Always expand groups in Office when restricting permission for
documents' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether group names automatically expand to display all the
members of the group when selected in the Permissions dialog box. If you enable this
policy setting, when users select a group name while applying Information Rights
Management (IRM) permissions to Excel workbooks, InfoPath templates, Outlook e-mail
messages, PowerPoint presentations, or Word documents in the Permissions dialog box, it
will automatically expand to display all the members of the group. If you disable or do not
configure this policy setting, when users select a group name in the Permissions dialog box,
the members of the group are not displayed. The recommended state for this setting is:
Enabled.

Rationale:

By default, when users select a group name while applying Information Rights Management
(IRM) permissions to Excel 2010 workbooks, InfoPath 2010 templates, Outlook 2010 e-
mail messages, PowerPoint 2010 presentations, or Word 2010 documents in the
Permissions dialog box, the members of the group are not displayed. This functionality can
make it possible for users to unknowingly give read or change permissions to
inappropriate people.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\drm\autoexpanddls\auto
expanddlsenable

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Manage Restricted
Permissions\Always expand groups in Office when restricting permission for documents

Impact:

Enabling this setting changes the way the Permissions dialog box displays names, but
should not create significant usability issues for most users.

6.4 Set 'Always require users to connect to verify permission’ to
'‘Enabled' (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether users are required to connect to the Internet or a local
network to have their licenses confirmed every time they attempt to open Excel
workbooks, InfoPath forms or templates, Outlook e-mail messages, PowerPoint
presentations, or Word documents that are protected by Information Rights Management
(IRM). This policy is useful if you want to log the usage of files with restricted permissions
on the server. If you enable this policy setting, users are required to connect to verify
permissions. This policy setting will only affect protected files created on machines where
the policy is enabled. If you disable or do not configure this policy setting, users are not
required to connect to the network to verify permissions. The recommended state for this
setting is: Enabled.

Rationale:

By default, users are not required to connect to the network to verify permissions. If users
do not need their licenses confirmed when attempting to open Office 2010 documents, they
might be able to access documents after their licenses have been revoked. Also, it is not
possible to log the usage of files with restricted permissions if users' licenses are not
confirmed.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\drm\requireconnection

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Manage Restricted
Permissions\Always require users to connect to verify permission

Impact:

Enabling this setting could create problems for users who need to open rights-managed
files when they are not connected to the Internet, such as mobile users. Consider surveying
your organization to determine users' need for offline use of rights-managed files before
enabling this setting.

6.5 Set 'Disable Microsoft Passport service for content with restricted
permission' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether users can open protected content created with a
Windows Live ID (formerly Microsoft .NET Passport) authenticated account. If you enable
this policy setting, users cannot open protected content created with a Windows Live ID
account. If you disable or do not configure this policy setting, when a user opens a rights-
managed file created with a Windows Live ID, the application connects to a licensing server
to verify the user's credentials and to download a license that defines the level of access the
user has to the file. If your organization has policies that govern access to external services
such as Windows Live ID, this capability could allow users to violate those policies. The
recommended state for this setting is: Enabled.

Rationale:

The Information Rights Management feature of the Microsoft Office 2010 release allows
individuals and administrators to specify access permissions to Word 2010 documents,

130|Page




Excel 2010 workbooks, PowerPoint 2010 presentations, and Outlook 2010 e-mail
messages. This capability helps prevent sensitive information from being printed,
forwarded, or copied by unauthorized people. Users protect content using digital
certificates obtained through Windows Rights Management Services (RMS) or by using a
Windows Live ID (formerly Microsoft .NET Passport) account. By default, when a user
opens a rights-managed file created with a Windows Live ID, the application connects to a
licensing server to verify the user's credentials and to download a license that defines the
level of access the user has to the file. If your organization has policies that govern access to
external services such as Windows Live ID, this capability could allow users to violate those
policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\common\drm\disablepassportcer
tification

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Manage Restricted
Permissions\Disable Microsoft Passport service for content with restricted permission

Impact:

Enabling this setting prevents users from opening protected content that was created with
a Windows Live ID account. If your users have a business-critical need to work with
protected content of this nature, it might not be possible to enable this setting without
causing significant disruptions. Users who do not work with protected content will not be
affected by this setting.

6.6 Set 'Disable Ul extending from documents and templates: Disallow
in Outlook' to 'Enabled:True' (Scored)

Profile Applicability:

e Levell
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Description:

This policy setting controls whether Office 2010 applications load any custom user
interface (UI) code included with a document or template. Office 2010 allows developers to
extend the Ul with customization code that is included in a document or template.

If you enable this policy setting, Office 2010 applications cannot load any Ul customization
code included with documents and templates.

If you disable or do not configure this policy setting, Office 2010 applications load any Ul
customization code included with a document or template when opening it. The
recommended state for this setting is: Enabled:True.

Rationale:

The Office 2010 release allows developers to extend the UI with customization code that is
included in a document or template. If the customization code is written by an
inexperienced or malicious developer, it could limit the accessibility or availability of

important application commands. Commands could also be added that launch macros that
contain malicious code.

By default, Office applications load any Ul customization code included with a document or
template when opening it.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Global
Options\Customize\Disable UI extending from documents and templates\Disable UI
extending from documents and templates

Then set the Disable UI extending from documents and templates: Disallow in
Outlook option to True.

Impact:

Enabling this setting will prevent developers from using documents and templates to
extend the Ul, which some organizations do to increase user productivity. If your
organization makes use of a modified U], it might not be feasible for you to enable this
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setting. Sometimes only specific teams in an organization require a modified Ul, and this
setting could be enabled for the rest of the organization.

6.7 Set 'Turn off all user customizations: Disallow in Outlook' to
'Enabled:True' (Scored)

Profile Applicability:
e Levell
Description:

This policy setting can prevent users from making any Quick Access Toolbar and the
Ribbon customizations. This includes customizations made through user interface (UI)
entry points, or loaded from documents or templates.

If you enable this policy setting, users will not be able to customize the Quick Access
Toolbar and Ribbon through either the Quick Access Toolbar and Ribbon tabs in the
application's Office Center dialog box, or the right-click menu on the Ribbon. In addition,
Quick Access Toolbar and Ribbon customizations originating from documents or templates
will not be loaded when these documents are opened.

If you disable or do not configure this policy setting, users can make Quick Access Toolbar
and Ribbon customizations through the U], as well as load them from documents and
templates. The recommended state for this setting is: Enabled: True.

Rationale:

The Quick Access Toolbar and Ribbon provide Office 2010 users with convenient access to
commonly used commands, such as Save and Undo.

By default, in the 2010 versions of Access, Excel, Outlook (composing and reading windows
only), PowerPoint, and Word, users can customize the Quick Access Toolbar and Ribbon by
adding or removing commands. Templates can also add and remove commands when
loaded.

Disabling or not configuring this setting allows users to customize the Quick Access
Toolbar and the Ribbon through Ul entry points in Office 2010 applications, and then load
them from documents and templates.

An attacker or malicious code contained in a template could modify the Quick Access
Toolbar and Ribbon and affect usability. The toolbar could also be modified to contain
shortcuts to macros with malicious code. Although other security mechanisms can be used
to prevent such malicious code from running, preventing changes to the Quick Access
Toolbar and Ribbon ensures a consistent user experience.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Global
Options\Customize\Turn off all user customizations\Turn off all user customizations

Then set the Disallow in Outlook option to True.
Impact:

Enabling this setting ensures that any Quick Access Toolbar and Ribbon customizations
originating from documents or templates cannot load when users open such files. This
includes customizations that users may attempt to make through the UI.

This setting recommendation does not modify the default configuration, and therefore
should not affect usability. Consider enabling this setting in specialized situations, such as
deployment to unattended kiosks.

6.8 Set 'Hide Junk Mail Ul' to 'Disabled' (Scored)
Profile Applicability:

o Levell

Description:

This policy setting controls whether the Junk E-mail Filter is enabled in Outlook. The Junk
E-mail Filter in Outlook is designed to intercept the most obvious junk e-mail, or spam, and
send it to users' Junk E-mail folders. The filter evaluates each incoming message based on
several factors, including the time when the message was sent and the content of the
message. The filter does not single out any particular sender or message type, but instead
analyzes each message based on its content and structure to discover whether or not it is
probably spam. If you enable this policy setting, junk e-mail filtering in Outlook is turned
off entirely, in addition to hiding the filtering controls from users. In addition, you can use
the "Junk E-mail Protection level" policy setting to preset a filtering level and prevent users
from changing it. Note - This policy setting does not affect the configuration of the
Microsoft Exchange Server Intelligent Message Filter (IMF), which provides server-level
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junk e-mail filtering. If you disable or do not configure this policy setting, the Junk E-mail
Filter in Outlook is enabled. The recommended state for this setting is: Disabled.

Rationale:

The Junk E-mail Filter in Outlook 2010 is designed to intercept the most obvious junk e-
mail, or spam, and send it to users' Junk E-mail folders. The filter evaluates each incoming
message based on several factors, including the time when the message was sent and the
content of the message. The filter does not single out any particular sender or message
type, but instead analyzes each message based on its content and structure to discover
whether or not it is probably spam. By default, the Junk E-mail Filter in Outlook 2010 is
enabled. If this configuration is changed, users can receive large amounts of junk e-mail in
their Inboxes, which could make it difficult for them to work with business-related e-mail
messages.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\disableantispam

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Junk E-mail\Hide Junk Mail UI

Impact:

The name of this setting is somewhat misleading, as enabling it turns off junk e-mail
filtering in Outlook 2010 entirely, in addition to hiding the filtering controls from users.
You can use the "Junk E-mail Protection level” setting to preset a filtering level and prevent
users from changing it. This setting does not affect the configuration of the Microsoft
Exchange Server Intelligent Message Filter (IMF), which provides server-level junk e-mail
filtering.

6.9 Set 'Improve Proofing Tools' to 'Disabled’ (Scored)
Profile Applicability:

e Levell
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Description:

This policy setting controls whether the Help Improve Proofing Tools feature sends usage
data to Microsoft. The Help Improve Proofing Tools feature collects data about use of the
Proofing Tools, such as additions to the custom dictionary, and sends it to Microsoft. After
about six months, the feature stops sending data to Microsoft and deletes the data
collection file from the user's computer. If you enable this policy setting, this feature is
enabled if users choose to participate in the Customer Experience Improvement Program
(CEIP). If your organization has policies that govern the use of external resources such as
the CEIP, allowing the use of the Help Improve Proofing Tools feature might cause them to
violate these policies. If you disable this policy setting, the Help Improve Proofing Tools
feature does not collect proofing tool usage information and transmit it to Microsoft. If you
do not configure this policy setting, the behavior is the equivalent of setting the policy to
"Enabled". The recommended state for this setting is: Disabled.

Rationale:

The Help Improve Proofing Tools feature collects data about use of the Proofing Tools, such
as additions to the custom dictionary, and sends it to Microsoft. After about six months, the
feature stops sending data to Microsoft and deletes the data collection file from the user's
computer. Although this feature does not intentionally collect personal information, some
of the content that is sent could include items that were marked as spelling or grammar
errors, such as proper names and account numbers. However, any numbers such as
account numbers, street addresses, and phone numbers are converted to zeroes when the
data is collected. Microsoft uses this information solely to improve the effectiveness of the
Office Proofing Tools, not to identify users. By default, this feature is enabled if users
choose to participate in the Customer Experience Improvement Program (CEIP). If your
organization has policies that govern the use of external resources such as the CEIP,
allowing the use of the Help Improve Proofing Tools feature might cause them to violate
these policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\ptwatson\ptwoptin

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled.
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User Configuration\Administrative Templates\Microsoft Office 2010\Tools | Options |
Spelling\Proofing Data Collection\Improve Proofing Tools

Impact:

The Customer Experience Improvement Program sends proofing tool data to Microsoft
silently and without affecting application usage, so disabling the collection and
transmission of proofing tool data is unlikely to cause usability issues for most users.

6.10 Set 'Make Outlook the default program for E-mail, Contacts, and
Calendar' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook is the default program for e-mail, contacts,
and calendar services. If you enable this policy setting, the "Make Outlook the default
program for E-mail, Contacts, and Calendar"” check box on the General tab of the Office
Center is selected and users cannot change it. If you disable this policy setting, users cannot
make Outlook the default program for these services. If you do not configure this policy
setting, Outlook is made the default program for e-mail, contacts, and calendar services
when it is installed, although users can designate other programs as the default programs
for these services. The recommended state for this setting is: Enabled.

Rationale:

By default, Outlook 2010 is made the default program for E-mail, contacts, and calendar
services when it is installed, although users can designate other programs as the default
programs for these services. If another application is used to provide these services and
your organization does not ensure the security of that application, it could be exploited to
gain access to sensitive information or launch other malicious attacks. If your organization
has policies that govern the use of personal information management software, allowing
users to change the default configuration could enable them to violate such policies.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\options\generall\check
default client
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Other\Make Outlook the default program for E-mail, Contacts, and Calendar

Impact:

In most environments that use the Microsoft Office system, Outlook is often already the
default program for e-mail, contacts, and calendaring for most users. Therefore, enabling
this setting is unlikely to cause usability issues.

6.11 Set 'Never allow users to specify groups when restricting
permission for documents' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Office 2010 users can assign permissions to
distribution lists when using Information Rights Management. If you enable this policy
setting, Office 2010 users cannot specify a distribution list as an authorized party in the
Permission dialog box. If you disable or do not configure this policy setting, Office 2010
users can specify distribution lists when using Information Rights Management (IRM) to
restrict access to Excel workbooks, InfoPath templates, Outlook e-mail messages,
PowerPoint presentations, or Word documents. The recommended state for this setting is:
Enabled.

Rationale:

By default, Office 2010 users can specify distribution lists when using Information Rights
Management (IRM) to restrict access to Excel 2010 workbooks, InfoPath 2010 templates,
Outlook 2010 e-mail messages, PowerPoint 2010 presentations, or Word 2010 documents.
If users are not fully aware of the distribution list's membership before assigning it
permission to open or modify a document, sensitive information could be at risk.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:
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HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\common\drm\neverallowdls

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Office 2010\Manage Restricted
Permissions\Never allow users to specify groups when restricting permission for
documents

Impact:

Enabling this setting could cause some disruptions for Office 2010 users who are
accustomed to specifying distribution groups when defining permissions for a document.
These users will have to list users individually in the Permission dialog box to assign them
permission to read or modify the document. Users who do not use Information Rights
Management will not be affected by this setting.

6.12 Set 'Prompt user to choose security settings if default settings fail'
to 'Disabled' (Scored)

Profile Applicability:
e Levell

Description:

Check to prompt the user to choose security settings if default settings fail; uncheck to
automatically select. The recommended state for this setting is: bisabled.

Rationale:

Users may not have the necessary knowledge to make the best choices regarding Outlook
security settings.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\l4.0\outlook\security\forcedefault
profile
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Disabled

User Configuration\Administrative Templates\Microsoft Outlook 2010\Security\Prompt
user to choose security settings if default settings fail

Impact:

Enabling this setting will prevent a prompt from appearing when the default security
settings fail. This should rarely be an issue since the settings are unlikely to fail in the first
place.

6.13 Set Junk E-mail protection level: Select level:' to 'Enabled:High'
(Scored)

Profile Applicability:
e Levell
Description:

This policy setting controls your Junk E-mail protection level. The Junk E-mail Filter in
Outlook helps to prevent junk e-mail messages, also known as spam, from cluttering user's
Inbox. The filter evaluates each incoming message based on several factors, including the
time when the message was sent and the content of the message. The filter does not single
out any particular sender or message type, but instead analyzes each message based on its
content and structure to discover whether or not it is probably spam.

If you enable this policy setting, you can select one of the four listed options available. After
you select an option, users will not be able to change it.

If you disable this policy setting, Outlook reverts to the user-defined protection level.

If you do not configure this policy setting, users can change their junk e-mail filtering
options. The recommended state for this setting is: Enabled:High.

Rationale:
The Junk E-mail Filter in Outlook 2010 is designed to intercept the most obvious junk e-
mail, or spam, and send it to users' Junk E-mail folders. The filter evaluates each incoming

message based on several factors, including the time when the message was sent and the
content of the message. The filter does not single out any particular sender or message
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type, but instead analyzes each message based on its content and structure to discover
whether or not it is probably spam.

By default, users can choose from four levels of junk e-mail filtering:

e No Automatic Filtering. Outlook does not evaluate incoming messages by content.
Outlook continues to evaluate messages by using the domain names and e-mail
addresses in the users' Blocked Senders Lists, and continues to move messages from
blocked senders to users' Junk E-mail folders.

e Low. Outlook only moves the most obvious spam messages to users' Junk E-mail
folders. This level is the default setting.

e High. Outlook intercepts most junk e-mail, but might incorrectly classify some
legitimate messages as junk. Users are advised to check their Junk E-mail folders
often.

o Safe Lists Only. Outlook moves all incoming messages to users' Junk E-mail folders
except messages from someone on users' Safe Senders Lists and messages sent to
mailing lists on users' Safe Recipients Lists.

If users choose an inappropriate setting, they might miss important messages or
accumulate large amounts of junk e-mail in their Inboxes.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Junk E-mail\Junk E-mail protection level\Junk E-mail protection
level

Then set the Junk E-mail protection level: Select level: optionto High
Impact:
Different users might receive different amounts of junk e-mail. Enabling this setting might

result in setting the junk e-mail protection level too high for some users and too low for
others.
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6.14 Set 'Trust e-mail from contacts' to 'Enabled’ (Scored)

Profile Applicability:
e Levell

Description:

This policy setting controls whether Outlook analyzes e-mail from users' Contacts when
filtering junk e-mail. If you enable this policy setting, the "Also trust E-mail from my
Contacts" check box is selected in the Safe Senders tab of the Junk E-mail Options dialog
and users cannot change it. E-mail addresses in users' Contacts list are treated as safe
senders for purposes of filtering junk e-mail. If you disable this policy setting, e-mail
addresses in users' Contacts list are not treated as safe senders for purposes of filtering
junk email, and users cannot change this configuration. If you do not configure this policy
setting, e-mail messages that are received from people who are listed in Contacts are
considered safe by the Junk E-mail Filter, but users can change this configuration. The
recommended state for this setting is: Enabled.

Rationale:

By default, e-mail addresses in users' Contacts list are treated as safe senders for purposes
of filtering junk e-mail. If this configuration is changed, e-mail from users' Contacts might
be misclassified as junk and cause important information to be lost.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY USERS\<SID>\software\policies\microsoft\office\1l4.0\outlook\options\mailljunkmail
trustcontacts

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Preferences\Junk E-mail\Trust e-mail from contacts

Impact:

Enabling this setting enforces the default configuration in Outlook 2010, and is therefore
unlikely to cause any significant usability issues for most users.
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6.15 Set 'Automatically dial during a background Send/Receive' to
'Enabled:False' (Scored)

Profile Applicability:
e Levell
Description:
This policy setting determines how Outlook connects to dial-up accounts.
If you enable this policy setting, you can choose one or more of three options for Outlook:

e Warn before switching an existing dial-up connection - Outlook displays a warning
message before a user switches to a connection other than the existing dial-up
connection. If this option is not selected, no switch will occur.

e Hang up when finished sending, receiving, or updating - Outlook automatically
disconnects after the user finishes a manual Send/Receive action.

e Automatically dial during a background Send/Receive - Outlook dials automatically
when it performs a background Send/Receive. Outlook will send and receive e-mail
messages without opening a dialog box and allows the user to continue using
Outlook features during the Send /Receive action.

If you disable this policy setting, users will not be allowed to switch to a connection other
than the existing dial-up connection.

If you do not configure this policy setting, the behavior is the equivalent of enabling this
policy setting and selecting the option: Warn before switching an existing dial-up
connection. The recommended state for this setting is: Enabled:False.

Rationale:

By default, users can connect to their e-mail servers using dial-up networking if their
accounts are configured appropriately. Dial-up connections are often used by mobile users
who need to connect to the Internet from remote locations. Remote connections are
generally not subject to the same restrictions as enterprise network environments, which
can make them more vulnerable to attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Setup\Dial-up options\Dial-up options

Then set the Automatically dial during a background Send/Receive option to False.
Impact:

The recommended setting is Enabled, with Warn before switching an existing dial-up
connection and Hang up when finished sending, receiving, or updating checked. This
configuration is intended to minimize the amount of time a user's computer spends on a
dial-up connection unnecessarily, and to ensure that the computer does not go or stay
online without the user's knowledge. It is unlikely to cause usability issues for most users.

6.16 Set 'Hang up when finished sending, receiving, or updating' to
'Enabled:True' (Scored)

Profile Applicability:
e Levell
Description:
This policy setting determines how Outlook connects to dial-up accounts.
If you enable this policy setting, you can choose one or more of three options for Outlook:

e Warn before switching an existing dial-up connection - Outlook displays a warning
message before a user switches to a connection other than the existing dial-up
connection. If this option is not selected, no switch will occur.

¢ Hang up when finished sending, receiving, or updating - Outlook automatically
disconnects after the user finishes a manual Send/Receive action.

e Automatically dial during a background Send/Receive - Outlook dials automatically
when it performs a background Send/Receive. Outlook will send and receive e-mail
messages without opening a dialog box and allows the user to continue using
Outlook features during the Send/Receive action.

If you disable this policy setting, users will not be allowed to switch to a connection other
than the existing dial-up connection.
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If you do not configure this policy setting, the behavior is the equivalent of enabling this
policy setting and selecting the option: Warn before switching an existing dial-up
connection. The recommended state for this setting is: Enabled: True.

Rationale:

By default, users can connect to their e-mail servers using dial-up networking if their
accounts are configured appropriately. Dial-up connections are often used by mobile users
who need to connect to the Internet from remote locations. Remote connections are
generally not subject to the same restrictions as enterprise network environments, which
can make them more vulnerable to attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Setup\Dial-up options\Dial-up options

Then set the Hang up when finished sending, receiving, or updating option to True.
Impact:

The recommended setting is Enabled, with Warn before switching an existing dial-up
connection and Hang up when finished sending, receiving, or updating checked. This
configuration is intended to minimize the amount of time a user's computer spends on a

dial-up connection unnecessarily, and to ensure that the computer does not go or stay
online without the user's knowledge. It is unlikely to cause usability issues for most users.

6.17 Set 'Warn before switching dial-up connection' to 'Enabled:True'
(Scored)

Profile Applicability:

o Levell

145|Page




Description:
This policy setting determines how Outlook connects to dial-up accounts.
If you enable this policy setting, you can choose one or more of three options for Outlook:

e Warn before switching an existing dial-up connection - Outlook displays a warning
message before a user switches to a connection other than the existing dial-up
connection. If this option is not selected, no switch will occur.

e Hang up when finished sending, receiving, or updating - Outlook automatically
disconnects after the user finishes a manual Send/Receive action.

e Automatically dial during a background Send/Receive - Outlook dials automatically
when it performs a background Send/Receive. Outlook will send and receive e-mail
messages without opening a dialog box and allows the user to continue using
Outlook features during the Send /Receive action.

If you disable this policy setting, users will not be allowed to switch to a connection other
than the existing dial-up connection.

If you do not configure this policy setting, the behavior is the equivalent of enabling this
policy setting and selecting the option: Warn before switching an existing dial-up
connection. The recommended state for this setting is: Enabled: True.

Rationale:

By default, users can connect to their e-mail servers using dial-up networking if their
accounts are configured appropriately. Dial-up connections are often used by mobile users
who need to connect to the Internet from remote locations. Remote connections are
generally not subject to the same restrictions as enterprise network environments, which
can make them more vulnerable to attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
to Enabled.

User Configuration\Administrative Templates\Microsoft Outlook 2010\Outlook
Options\Mail Setup\Dial-up options\Dial-up options

Then set the warn before switching dial-up connection optionto True.
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Impact:

The recommended setting is Enabled, with Warn before switching an existing dial-up
connection and Hang up when finished sending, receiving, or updating checked. This
configuration is intended to minimize the amount of time a user's computer spends on a
dial-up connection unnecessarily, and to ensure that the computer does not go or stay
online without the user's knowledge. It is unlikely to cause usability issues for most users.
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Appendix: Change History

Date Version Changes for this version
06-27-2013 1.0.0 Initial Release
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